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Abstract—Internet of Things (IoT) offers a variety of tech-
nologies for connecting different kinds of heterogeneous devices.
Security and privacy are becoming the main issue for IoT systems
and their developers. Nevertheless, most works on IoT security
and privacy requirements look at these requirements from a high-
level view. Hence, the essential aspects of security and privacy
functionalities will be disregarded, causing wrong design deci-
sions. To combat this problem, this paper summarizes the most
current documents related to security and privacy functionalities
in the setting of IoT and provides a new taxonomy framework
that organizes all aspects of security and privacy baselines,
guidelines, and recommendations. To give an understanding of
how the framework can help to improve security and privacy
of TIoT products, we combine it with a security classification
method and demonstrate the usefulness by a case study of health
products. Our framework can serve as a cornerstone towards the
development of appropriate security solutions.

Index Terms—security; privacy; IoT; IoT functionalities.

I. INTRODUCTION

Internet of Things (IoT) represents the concept of infor-
mation flow among different kinds of embedded computing
devices interconnected through the internet. The aim of IoT
is to provide an advanced mode of communication among
the various systems and devices, and also to facilitate the
interaction between humans and the virtual world. With this
aim, IoT plays a significant role in the modern society and
has applications in almost all fields including healthcare sys-
tems, automobile, industrial appliances, sports, homes, enter-
tainments, environmental monitoring etc. IoT devices have
already outnumbered the number of people at a computerized
workplaces, and by 2020, connected “things” based on IoT
will be around 212 billion [17], [21]. Those “things” will be
daily used appliances like smart-phones, smart-watches, smart
television, smart refrigerators, and others. As a result of this
expansion, and as most things are connecting to the internet
for exchanging information, IoT is vulnerable to various
security issues and attacks (e.g., man in the middle attack,
eavesdropping attack, denial of service attack, access attack, as
well as major privacy concerns for the end users). Despite the
advance abilities provided by IoT in the data communication
area, its vulnerability implications from a security and privacy
standpoint are still of great concern. Therefore appropriate
steps in the initial phase of design and development of IoT
systems should be taken.
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In this paper, we focus on the comprehensive view of the
state-of-the-art concerning security and privacy functionalities
and requirements for IoT systems. Consequently, we suggest a
complementary methodology for analyzing the functionalities
in a comprehensive framework that can help both providers
and consumers of IoT devices to have a better understanding
of the security and privacy aspects. By functionality we mean:
“The security and privacy-related features, functions, mech-
anisms, services, procedures, and architectures implemented
within organizational information systems or the environments
in which those systems operate” [23]. We explore how the
framework can facilitate the process of improving IoT security
and privacy, in combination with the security classification
method suggested in [4], [25]. Security classification of a
system will lead to a better understanding of the value of
security and promote the extra cost of securing a system. An
IoT system includes different devices, and protecting all of
these devices at the same level is costly. It is economically
impractical to employ all the security protection mechanisms
for all the devices in a system. Dividing security into differ-
ent classifications is necessary, to secure IoT systems to an
appropriate level.

One attractive application area of IoT is health care [15],
[20], where IoT devices are becoming common. Medical
applications like remote health monitoring, fitness programs,
chronic diseases, elderly care, compliance with treatment and
medication at home and by health-care providers are some of
the important potential applications that can be facilitated by
IoT. IoT-based health-care services can help to reduce costs,
increase the quality of life, and enrich the users’ experience.
Therefore, we choose to demonstrate the framework on a case
study concerning health products. Through the development of
this framework together with security classification, extensive
attention has been given to the requirements and limitations
for securing IoT systems.

For this framework, we have investigated the most important
IoT-related security baselines and guidelines developed by
ENISA [9], [10], OWASP [18], Industrial Internet Consor-
tium [24], Cloud Security Alliance[8], and Broadband Internet
Technical Advisory Group [6], etc., as well as security and
privacy guidelines from ISO [1], [2] and NIST [23], which
could be relevant for securing IoT systems. With respect to
privacy, the European Union (EU) has passed the general data
protection regulation (GDPR), which regulates who can access
private data, how and for what purpose, based on the consent



of the data subject [10]. We have extracted the parts of these
documents that deal with IoT and security/privacy, and then
we have unified them using a common vocabulary, and have
then categorized and integrated the resulting guidelines and
requirements in a uniform style, and embedded them in a
graphical representation by means of a tool based on diagrams.

Having a comprehensive view and taxonomy of security
and privacy requirements and functionalities in IoT is a pre-
requisite for architecting optimal security solutions, designing,
and developing secure and privacy-aware IoT systems. To
give an understanding of how the framework can help to
improve security and privacy in practice, we combine the
framework with the security classification method of [4], [25],
and demonstrate how the combined methodology can be used
on a case study of health products.

The contribution of this paper is to present a new func-
tionality framework for security and privacy of IoT systems,
as outlined above, and show how it can be combined with
the security classification method to analyse and evaluate the
security and privacy weaknesses of IoT systems, and to reduce
these weaknesses, as demonstrated in the case study. Systems
are often made without the help of security and privacy
experts. Our framework is easy to follow, even for non-experts.
The case study shows that by following our guidelines, one
can detect security problems and get help in avoiding them.

The remainder of this paper is structured as follows: Section
II explains IoT-related standards and guidelines. Section III
provides related work. Section IV introduces the IoT security
and privacy functionality framework. Section V explains the
security classification method. Section VI describes the pace-
maker case study, and Section VII concludes the paper.

II. IOT-RELATED STANDARDS AND GUIDELINES

Cloud Security Alliance [8] has provided considerations and
guidance for designing and developing secure IoT devices. It
aims to reduce some of the more common issues that can
be found in the development of IoT devices. A number of
activities that will enable a development organization to begin
enhancing the security state of IoT devices have been outlined.
This document has provided a graphical view of the steps
needed in order to develop more secure IoT devices. Although
IoT systems are complex, including devices, gateways, mobile
applications, appliances, web services, datastores, analytics
systems and more, the focus of this guidance is mainly on
the “devices”. In contrast, our work summarizes security and
privacy functionalities considerations in the whole range of
IoT system.

A security framework has been presented in Industrial
Internet Consortium [24] which comprises of six interacting
building blocks. These building blocks are organised into three
layers. The top layer includes four core security functions,
which are supported by a data protection layer and a system-
wide security model and policy layer. The four core secu-
rity functions are: endpoint protection, communication and
connectivity protection, security monitoring and analysis, and
security configuration management. And then they break down

each layer into related key functions and explain the responsi-
bility for each function. This document explains and positions
security or related architectures, designs, and technologies. It
also identifies procedures relevant to trustworthy Industrial
Internet of Things (IIoT) systems. Security characteristics,
technologies, and techniques that should be applied, and meth-
ods for addressing security, have been described. However, it
lacks some of the security functionalities, and in particular,
it does not focus on privacy issues. The layer structure is a
bit complicated, and we believe our framework has a more
relaxed structure to use.

The ISO [1], [2] and NIST [23] standards are general
requirements for establishing, implementing, maintaining and
continually improving an information security management
system, and protecting the confidentiality of Controlled Un-
classified Information (CUI), respectively. We have extracted
the IoT-related requirements from these standards and included
these parts in our framework, while combining them with
baselines and guidelines from other IoT-related documents,
including OWASP and ENISA discussed below.

OWASP [18] presents guidance at a basic level, giving
builders of IoT products a basic set of guidelines to con-
sider from their perspective. The idea is that ensuring that
these fundamentals are covered, will significantly improve the
security of any IoT product. ENISA [9] elaborates baseline
cybersecurity recommendations for IoT with a focus on Crit-
ical Information Infrastructures, which encompass facilities,
networks, services, and physical and information technology
equipment. Both of these guidelines, OWASP and ENISA, are
addressing 10T, but both are presented in textual form, without
defining a framework.

III. RELATED WORK

In a work presented by Sicari et al. [26], the most relevant
available solutions regarding security, privacy, and trust in
IoT have been analyzed. Proposals related to security mid-
dleware, secure solutions for mobile devices, and ongoing
international projects on this subject, have been discussed in
their work; however, the focus is more general, addressing
authentication, confidentiality and access control, while we
break down security and privacy requirements in more detail,
using a framework of functionalities for all the baselines.

Main challenges and security threats in smart home net-
works have been analyzed by Lee et al. [16], and the
fundamental requirements in order to provide secure and
confidential operations in smart homes are explained from the
results of their analysis. Although these requirements have
been listed, they still lack practical solutions or recommen-
dations in this matter. In [27], Suo et al. have deeply analyzed
security architecture and features, and divided IoT systems into
four key levels of architecture. According to this analysis, the
security requirements for each level have been summarized.
Furthermore, the research status of key technologies including
encryption mechanism, communication security, protection of
sensor data, and cryptography algorithms, have been dis-
cussed.
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Roman et al. [22] have discussed threats faced by 10T, as
well as security and privacy foundations based on objectives in
a scenario involving a smart meter. However, they did not give
any details about practical baselines and guidelines showing
how to achieve these foundations.

Babar et al. [5] have presented a threat taxonomy and
high-level security requirements for IoT, which like most of
the other works only highlight these requirements without
any practical recommendations for each category. And at the
end, they introduced a security model based on high-level
requirements of security, privacy and trust. Related security
requirements of IoT systems are discussed by Algassem and
Svetinovic [3], proposing a taxonomy of quality attributes,
and some of the existing security mechanisms and policies
in this matter have been reviewed, to reduce the identified
security attacks and mitigate future vulnerabilities in these
systems. They also have applied this taxonomy in a smart grid
AMI as an IoT scenario. In contrast, our framework considers
both security and privacy requirements and decomposes the
related mechanisms, policies, and requirements with more
details. In summary, our work provides a comprehensive view
and a framework that covers all of the IoT security and
privacy baselines, guidelines, and recommendations for every
requirement.

IV. FRAMEWORK EXPLANATION

In Fig. 1, we present an overview of the security and pri-
vacy functionality framework, including the top-level security
and privacy concepts. The functionalities are separated into
two major parts, the life cycle aspects of a system and the

Security Mechanisms.

management aspects of security and privacy. The life cycle
relates to the different phases in the life of a system, while
the management of security and privacy is the ability to put
supporting functionality elements in the system. We believe
that awareness about where we are in the life cycle is essential,
and makes it easier to apply the right functionalities and how
to do the appropriate security and privacy management. We
use blue color to distinguish subtopics related to the life cycle
of a system from those associated with the management of
security and privacy, colored in green. The coloring makes the
division clear, and gives a better structure of the framework,
separating the two primary concerns.

In the following, we describe each part of the framework
and the related subtopics. For brevity, we do not expand the
whole framework and just mention some of the aspects. For
more details and complete expansion of the framework refer
to the long version [11].

Security Mechanisms - Different security mechanisms are
illustrated in Fig. 2. Security mechanisms are processes de-
signed to detect, prevent or recover from a security attack in
IoT devices, including:

o Secure, Protected and Trusted Communications and Con-
nectivity: This includes information flow protection, stan-
dardising security protocols (i.e., Transport Layer Secu-
rity (TLS) for encryption) guaranteeing data authenticity,
signing data, disabling specific ports and/or network
connections for selective connectivity, etc.

e Hardware-based Security Controls: product developers
should evaluate and implement hardware protection
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mechanisms, including the use of Memory Protection
Units (MPUs), considering a Trusted Platform Module
(TPM) into IoT Devices, securing physical interfaces,
tamper protections, etc.

o Protecting Interfaces/Application Programming Interface
(APIs): Interface security is one of the critical tasks
when it comes to developing IoT devices. IoT products
interact with so many cloud services, custom-developed
smartphone apps and also peer IoT products. If APIs
do not protect adequately, service providers might be
exposed. APIs must protect adequately against misuse,
by techniques like rate-limiting to protect against com-
promised IoT devices that attempts to flood the service,
error handling, embedding time-stamps or counters into
messaging to protect against replay attacks, certificate
pinning to protect against sensitive data transmission into
GET requests, etc.

e Access Control: only authorized users should have ac-
cess, applications and services and unauthorized accesses
should be prevented, user accountability should be en-
abled to safeguard their authentication information.

Human Resource Security - People and contractors should
understand the cybersecurity responsibilities suitable for their
roles, and be trained about the importance of security and

Privacy Protection.

privacy. Further, to avoid misunderstanding, the user interfaces
should be simple yet robust enough to avoid accidental mis-
takes. See Fig. 3.

Physical and Environmental Security - The objectives of this
section include prevention of unauthorized physical access,
damage, and interference with IoT’s information and premises,
as well as prevention of loss, damage, theft or compromise
of assets and interruption to the activities and operations of
IoT devices and systems. All the equipment and processing
facilities should be placed in secure areas and protected from
physical and environmental threats. The functional require-
ments of this matter are listed in Fig. 4.

Privacy Protection - Personally identifiable information (PII)
needs to be protected, according to the European General
Data Protection Regulation (GDPR) regulations [29]. Privacy
protection is also advisable to increase trust in the internet (see
Fig. 5 for practical requirements).

Operations Security - Information processing facilities
should ensure correct and secure operation, including
protection against attacks. Further, accountability auditing
must be enabled for all events to ensure the integrity of
operational systems, and prevent against exploitation of
technical vulnerabilities. See Fig. 6.

o Logging and Monitoring: 10T products should have suf-
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ficient observations of occurrences happening on the
device. For instance, connection requests, authentications
(successful or failed), physical tamper, account updates,
etc. It is essential to be able to monitor users’ interaction
with the system or a device, and in particular when
they fail to login. Therefore, to detect possible security
and integrity errors or potential threats, data should be
captured on the entire state of the system from the
endpoints, connectivity traffic and verifying the device
behavior, in addition to analysing it.

Security Configuration and Management: Includes the
control of modifications to the operational functionality of
the system (which covers reliability and safety behaviors)
along with the security controls ensuring its protection,

Trust and Integrity Management: Some of the practices
in this matter include the following.

1. Establishing trust in the boot environment before
anything else since both the main hardware components
and the operating system have been initialized by the boot
process,

2. Signing code cryptographically to prevent tampering,
3. Controlling the installation of software on operating
systems to prevent loading unauthorized software and
files onto it, etc.

Management of Security Vulnerabilities and/or Incidents:
To ensure a quick, effective and orderly response to
information security incidents, management procedures
should be established. To address identified vulnerabili-
ties, disclosure of vulnerabilities should be coordinated.

Participate in information sharing platforms, in order
to report vulnerabilities and receive timely and critical
information about current cyber threats and vulnerabilities
from public and private partners, is recommended.

Development, Maintenance, and Audit - To ensure that
security controls are efficient, audits and reviews for security
controls should be organized periodically. Penetration tests
also should be done regularly. Good practices in this area are
shown in Fig. 7.

e Secure Development Methodology: Documentation, peer
reviews, and incorporating security requirements into the
product life cycle should be included, in addition to
the technological checks. Additionally, essential feedback
loops should be included in the engineering process to
create more secure [oT products.

e Update: Ensuring a secured system update is probably
one of the biggest challenges in an IoT life cycle. While
initial systems are subject to secure testing on both
the producers and the customers, a similar awareness
is often missing for system updates. In the absence
of sufficiently secured update, an intruder may change
legitimate software and firmware, and put new malicious
software and firmware into the device. Malicious software
and firmware can disable security controls, apply new
features or build data exfiltration mechanisms. End-to-
end protection of software and firmware is essential to
the whole life cycle. And so are permissions regarding
the update process, the integrity of updates, and authen-
tication of update transactions of software and firmware.



o Information Security Policies: Regulatory, organizational
and machine levels of security are covered here. The
purpose of security in a system come as a security
policy, and the security model represents security policies
which should formally apply to the system. A security
model and policy should state how to protect endpoints,
communications and data, and specify what should be
monitored, and analyzed, etc.

o Perform Security Reviews: Continuous feedback loops
(i.e., the link connecting design, development, and
test) and optimization during the life cycle of an IoT
product are essential in this practice area. Identified
faults/vulnerabilities have to go back to the design
and threat modeling process, hardware and software
baselines must be updated accordingly, and then be
tested again to make sure that the patches do not
identify new vulnerabilities. These vulnerabilities
might be detected using IoT device security testing
processes. Tests like Static Application Security Testing
(SAST), Dynamic Application Security Testing (DAST),
Interactive Application Security Testing (IAST) are a
recommendation.

o Secure Associated Applications and Services: Applica-
tions (Apps) and services connected to IoT devices
must be developed securely. Configuring IoT devices,
or interacting with IoT devices are usually being done
using smartphone apps. These apps also create gateway
functionality to transfer data from IoT devices to the
cloud. So developers must use security credentials in
order to provide authenticated and integrity protected
communications to IoT devices.

o Implement a Secure Development and Integration Envi-
ronment: A framework, addressing both physical and IT-
security, is required to ensure a controlled environment
for software and hardware development.

Decommissioning - To prevent exposing critical information
to any possible attacker, the product must be disposed in a
secure way at the end of life time. Therefore, secure devices
should not be placed into the supply chain again. A low-cost
and high-guaranty way to decommission can be provided by an
automated decommissioning procedure. We show the practical
considerations of decommissioning in Fig. 8.

V. SECURITY CLASSIFICATION

Concepts of security classes have been suggested and de-
fined in [4], [25]. In this section, we briefly touch on these
concepts to give an overview. There are six classes of security,
from A to F, with A representing the best security and F
representing the least security. Further, we based these security
classes on the exposure and the impact factors of the possible
attacks on the system (see Fig. 9 and Table I). A lower
exposure level means a lower attack surface. Therefore, attacks
that have low exposure are relatively safe and vice-versa. The
high impact of attacks on a system affects the security class
of the system, and necessary precaution should be considered
to protect the system. Consequently the security class of the

Security Class

Exposure

Protection
Mechanism

Connectivity

Fig. 9: Basic Inputs for Defining a Security Class [25]

system will increase. A system with low exposure and low
impact is relatively safe.

Impact is a consequence of the possible attacks on a system.
When a system is compromised, it can have an impact on
several sectors beyond the system itself, including business,
government, or society. We divided this impact into five
levels, namely, Insignificant, Minor, Moderate, Major, and
Catastrophic. Defining each of these levels depends on the
system under evaluation, the type of impacts it can have (e.g.
financial, social), or the application area. Therefore, we base
the security classification level assigned to the system on the
security/risk analyst responsible for that particular application
or system discretion.

Exposure (see Table II) is a consequence of connectivity and
the protection level of a system. According to the connectivity
of the system, an appropriate set of security and privacy
functionalities is identified to protect the system, while the
strength of the identified security and privacy functionalities
determines the protection levels (i.e., for authentication we can
use passwords or PINs or two/multi-factor authentication). The
definition of the protection levels (P1 to P5) is according to
the ISA99 standard. However, the protection level evaluation
depends on the expert and the particular scenario considered.
The connectivity is divided into five levels, C1 to CS, accord-
ing to ANSSI [4]:

e (C1): a closed and isolated Information & Communica-

tion System (ICS)

e (C2): an ICS connected to a corporate Management

TABLE I: Security Classes (from [25])

Catastrophic
Major
Moderate | Class B |

Impact

Insignificant

E2

Exposure

TABLE II: Exposure (from [25])

Protection

Connectivity



Information System (MIS) for which operations from
outside the network are not allowed

e (C3): an ICS connected to wireless technology.

e (C4): an ICS with private infrastructure permitting oper-

ations from outside (VPN, APN, etc.)

o (C5): a distributed ICS with public infrastructure.
Increasing the protection level or reducing the connectivity
level can reduce the exposure (see Table II). From Tables I
and I we observe that by keeping the protection level in the
highest level (P1 is the lowest and P5 the highest protection
level), exposure will be in the lowest level (El), therefore
resulting in the highest security class. And the way we
can provide the highest protection level is by applying an
effective and appropriate set of security and privacy func-
tionality criteria in a particular device, for instance, use of
multi-factor authentication instead of just passwords or PINs
for authentication. Adequate and proper sets of security and
privacy functionality criteria used in the case study have been
taken from our framework.

VI. PACEMAKER CASE STUDY

We have built a methodology for looking at the functional-
ities from both security and privacy points of view. In order
to understand how we can use the functionality framework to
improve security and privacy of IoT systems in practice, we
here use a case study of health products involving a pacemaker
and related control units such as a mobile phone and a heart
rate sensor. In the domain of health services, the highest
security class is recommended for devices like pacemakers
that directly control life functions of a patient.

A pacemaker is a medical device that is implanted under
the skin to help with abnormal behaviors of heartbeats [14],
[7]. It consists of a battery, a computerized generator, and
wires with sensors at their tips [13]. The generator is powered
by the battery, and both are surrounded by a thin metal box.
The generator is connected to the heart by the wires. The
pacemaker helps to monitor and control the heartbeat. The
sensors detect the heart’s electrical activity and send data
through the wires to the computer in the generator. If the
heart rhythm is abnormal, the generator will be directed by
the computer to send electrical pulses to the heart, and the
pulses travel through the wires to reach the heart. Embedded
microprocessors in modern pacemakers have enabled them to
do additional tasks like monitoring heart activity and providing
a record for the patients and their healthcare providers, as
well as collecting data on heart functions to help doctors to
identify and diagnose patient conditions, and send required
shock signals when needed. Doctors can monitor the patient’s
heart activities and control the pacemaker using a mobile
phone or a computer device, or send required shock signals in
case of observation of abnormal behavior.

Beside threatening patients’ lives, malicious attackers can
get access to patients’ medical records through a pace-
maker [30], [28], or track a patient’s location. In addition, ma-
licious software can be run on pacemakers and cause security
and privacy breaks. Therefore, any security or functional weak-

ness can result in a security failure. Like any device that uses
remote technology, pacemakers are also vulnerable against
cyber attacks, and hackers can break into the pacemaker
itself, the back-end systems or the communication between the
pacemaker and its surrounding. By breaking into a pacemaker,
an attacker can send strong shock signals, disturb the pace-
maker setting or heart functions, or disturb them from working
properly. One simple example of hacking into a pacemaker
is to change the setting from battery-saving “sleep” mode to
“standby” mode, and this can quickly drain the battery, which
is normally supposed to last for years. Furthermore, an attacker
can steal private and personal information of a patient from the
device that for instance can later track the patient’s location.
Hence, security in this kind of device is crucial and should
have the highest (best) security class, meaning security class A.

We will below discuss the security and privacy challenges
for each of the three devices. In each case we discuss connec-
tivity, protection level and relevant functionality criteria. We
use the general criteria given in the functionality framework,
select and discuss the parts relevant for each device.

Pacemaker Security Controller. We consider Connectivity 2
(explained in Section V) for the pacemaker security controller,
since it is only connected to the pacemaker. We define below
the protection levels which are relevant for the pacemaker
security controller:

o Protection Level 1 (P1): includes secure authentication,
securing software/firmware, secure communication, and
human interface security. For authentication we con-
sider: requiring passwords, option to change the de-
fault username and password. For communication we
consider: data authenticity to enable reliable exchanges
from data emission to data reception. For securing soft-
ware/firmware we consider: update capability for some
of the system devices and applications, transmitting the
files using encryption.

e Protection Level 2 (P2): includes P1 and in addition,
for authentication: requiring strong passwords, securing
password recovery mechanisms, making sure that de-
fault passwords and even default usernames are changed
during the initial setup, and that weak, null or blank
passwords are not allowed. For communication: veri-
fying any interconnections, discover, identify and ver-
ify/authenticate the devices connected to the network be-
fore trust can be established, and preserve their integrity
for reliable solutions and services, prevent unauthorised
connections to it or other devices the product is connected
to, at all protocol levels, providing communication secu-
rity using state-of-the-art mechanisms, standardising se-
curity protocols, such as TLS for encryption. For securing
software/firmware: encrypting update files for some of the
applications.

o Protection Level 3 (P3): includes P2 and in addition, for
authentication: having options to force password expi-
ration after a specific period, and to change the default
username and password, making sure that the password



recovery or reset mechanism are robust and do not supply
an attacker with information indicating a valid account.
The same should apply to key update and recovery mech-
anisms. For communication: data authenticity to enable
reliable exchanges from data emission to data reception.

o Protection Level 4 (P4): includes P3 and in addition, for
authentication: implementing two-Factor Authentication
(2FA), making sure that default passwords and even de-
fault usernames are changed during the initial setup. For
communication: signing the data whenever and wherever
it is captured and stored, making intentional connections,
disabling specific ports and/or network connections for
selective connectivity. For securing software/firmware:
capability of quick updates when vulnerabilities are dis-
covered for some of the system devices and applications,
and offering an automatic firmware update.

e Protection Level 5 (P5): includes P4. In addition, for
authentication: using Multi-Factor Authentication (MFA)
(considering biometrics for authentication), considering
Certificate-Less Authenticated Encryption (CLAE), and
User Managed Access (UMA). For communication: rate
limiting — controlling the traffic sent or received by a
network to reduce the risk of automated attacks. For
securing software/firmware: update capability for all sys-
tem devices and applications, capability of quick updates
when vulnerabilities are discovered for all system de-
vices and applications, encrypting update files for all
applications, signing update files and validating by the
device before installing, securing update servers, having
ability to implement scheduled updates, having backward
compatibility of firmware updates.

According to Tables I and II, we might have protection levels
2, 3, 4, or 5 to obtain security class A; however we choose
to use protection level 3 since it is a realistic level in this
case. A higher level would be costly, and P2 would give poor
protection. We therefore consider how to obtain that protection
level, and select the following set of relevant functionality
criteria from the functionality framework, adapted to the
challenges of pacemakers. In this selection we have used the
guidelines for securing pacemakers from [12]. This gives a
certain guarantee that we cover all relevant aspects.

o Secure Authentication/Authorization: Access to the pace-
maker security controller and mobile phone connected
to the doctor, should be limited using the authenti-
cation of users (for example user ID and password,
Personal Identification Numbers (PINs), biometric au-
thentications). Authorization refers to checking necessary
permissions of an identified individual to do an action.
Authentication and authorization are completely related
to each other. Authorization checks should immediately
be followed by authentication of a request. In order to
have secure authorization, the roles and permissions of
the authenticated user should only be verified through
information in backend systems, not through roles or
permission information coming from the device. Any

incoming identifiers with a request alongside should
be verified by backend code independently. Failure in
a secure authentication/authorization would give access
to unauthorized people and could lead to reputational
damages, fraud, unauthorized access to information, in-
formation theft, and modification of data.

o Securing Software/Firmware: Before any software or
firmware update, user authentication or other suitable
controls should be required. Software/firmware updates
should be restricted to authorised code. Manufacturers
may consider code signature verification as an authenti-
cation method.

o Secure Communication: Data transmission between the
pacemaker security controller and the mobile phone con-
nected to the doctor must be secure enough so that a third
party cannot listen to their communication. The commu-
nication should not be vulnerable to eavesdropping or
interception. Failure in having a secure communication
can cause identity theft, fraud, data modification, privacy
information leakage. One should consider strong hand-
shaking, correct SSL versions, no clear-text communica-
tion of sensitive assets, etc.

e Human Interface Security: Patients should be trained
about the importance of security and privacy and how to
use the pacemaker properly to ensure security is managed
at an appropriate level. For instance, if we consider all
the security protections in the highest level in the security
controller, but the patient does not know how to deal with
error notifications (restart, turn off or low battery errors)
in the security controller, all the security considerations
in the controller will be useless.

e Data Privacy: Measures to avoid risk of breaches in
connection with long term storage of private information,
handling of encryption of private information, and GDPR
compliance including consent, purpose, and access rights.

The final discussion of the security class of the pacemaker sys-
tem depends on the scenario chosen and the other components
involved. We next consider the mobile phone.

Mobile Phone. In our case study, a mobile phone is used
in the communication between the pacemaker and the health-
care provider/doctor. Security in this mobile phone is then
important in order to send correct data to/from the pacemaker
controller. Hacking or tampering into this mobile phone can
result in sending wrong data from the pacemaker to the doctor,
something that could result in wrong decisions from the doctor,
or possibly sending inappropriate shocks to the patient’s heart.

Therefore, it is important to secure the mobile phone prop-
erly. However, the security class of the mobile phone is only
considered class B, since mobile phones are inherently not of
the highest security class and have a number of possibilities for
attacks due to high exposure. For instance, because of all the
applications and browsers on the device, as well as software
developed by third parties. Therefore, both the impact of attack
as well as the connectivity are in a higher level for the mobile
phone compared to the pacemaker. Hence the security class
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of the mobile phone is lower than the security class of the
pacemaker security controller.

We consider C4 in the mobile phone connected to the
doctor. According to Tables I and II, we might have protection
levels 2, 3, or 4 to obtain security class B, however since
mobile phones naturally have moderate impact of attacks as
discussed above, we should use protection level 4 in order
to reach security class B. So based on that the following
set of relevant security and privacy functionality criteria are
selected to ensure that the mobile phone has a sufficiently high
protection level, following the functionality framework and the
OWASP guidelines for securing mobile phones [19]:

o Secure Authentication/Authorization and Secure Commu-
nication: are the same as what we discussed for the
pacemaker security controller.

o Sufficient Cryptography Techniques: Appropriate cryptog-
raphy techniques should be considered for instance using
AES instead of DES.

o Code Tampering: When an application is on the device,
the code and data resources are also available there. An
attacker modify the code through either malicious apps in
third party app stores or trick the user via phishing attacks
and install the app on the device. Code tampering could
result in revenue loss due to piracy, reputational damage,
unauthorized new features, identity theft or fraud.

e Secure Data Storage: Failure in having secure data stor-
age can result in data loss, extraction of sensitive data
using malware, modified apps or forensic tools, identity
theft, fraud, reputation damage, material loss or external
policy violations.

e Proper Platform Usage: Misuse of a platform feature or
failure to use platform security controls fall under this
category. Android intents, platform permissions, misuse
of TouchID, Keychains, or other security controls which
are part of the operating system could be included. To
prevent the attacks in this category, secure coding and
configuration practices must be applied on the server side
of the application.

e Data Privacy: are as discussed above for the pacemaker
security controller.

We next consider the protection levels of ISA99, and select

the relevant criteria from the functionality framework, and
adjust them for the case of the mobile phone connected to
the doctor. These are defined below:

o Protection Level 1 (P1): includes secure authentication,
secure authorization, securing software/firmware, suffi-
cient cryptography techniques, code tampering, secure
data storage, secure communication, and proper platform
usage. Secure authentication, securing software/firmware,
and secure communication are the same as the consider-
ations for protection level 1 for the pacemaker security
controller.

o Protection Level 2 (P2): includes P1. Secure authentica-
tion, securing software/firmware, and secure communi-
cation are the same as the considerations for protection
level 2 for the pacemaker security controller. In addition,
for cryptography techniques we should consider: ensuring
proper selection of standard encryption algorithms and
keys.

e Protection Level 3 (P3): includes P2. Secure authentica-
tion, securing software/firmware, and secure communi-
cation are the same as the considerations for protection
level 3 for the pacemaker security controller. In addition,
for cryptography techniques we should consider: strong
encryption algorithms, strong keys.

e Protection Level 4 (P4): includes P3. Secure authentica-
tion, securing software/firmware, and secure communica-
tion are the same as the considerations for protection level
4 for the pacemaker security controller. In addition, for
cryptography techniques we should consider: verifying
the robustness of the implementation, establishing secure
and scalable key management. And cryptographic keys
must be securely managed.

o Protection Level 5 (P5): includes P4. Secure authentica-
tion, securing software/firmware, and secure communica-
tion are the same as the considerations for protection level
4 for the pacemaker security controller. In addition, for
cryptography techniques we should consider: disabling
insecure protocols.

Finally, the security class of the heart rate sensor in our case
study is considered below.

Heart Rate Sensor. The heart rate sensor does not have any
external connectivity; it has only connections to the heart
and computerized generator inside the pacemaker in order to
transfer the captured heart rate from the heart to the pacemaker
generator. So the connectivity in the sensor is C1. Furthermore
it has only a chip set from the company provider. Hence,
the sensor has the least chance of attack. However, there is
still a possible vulnerability if the wired connection is not
sufficiently shielded and allows eavesdropping by inductive
sensors or senders. But this requires very short physical
distance. Therefore we may assume only minor impact, and do
not need a high protection level for this device, and may use
P1. Exposure is then E4 (see Table IV). This gives security
class C.

Pacemaker scenarios. The challenge in the case study is how



TABLE III: Security and Privacy Challenge Comparison of Scenario 1 and 2

Security and Privacy Challenges

Scenario 1 | Scenario 2

In Sensor

Draining battery by changing battery saving controls

Interrupting into heartbeat capturing

Data and private information breaches

In Sending/Receiving wrong data to/from mobile phone

.
B

Pacemaker connected to the doctor
Changing pacemaker shock settings
Draining battery by changing battery saving controls
Higher battery usage
Data and private information breaches
Transparency of GDPR compliance
Risk of long-term storage of private information
In Mobile Sending/Receiving wrong data to/from pacemaker
Phone Sending wrong unnecessary/necessary shocks
Connected Changing pacemaker shock settings
];‘(’)::‘:r Draining pacemaker battery by changing battery

saving controls

Data and private information breaches

Transparency of GDPR compliance

Risk of long-term storage of private information

Severity of Challenge: Insigniﬁcam:: Minor:l:l Moderate;| Maj or:|:| Catastrophic:-

to implement the security controls like decryption, authenti-
cation, etc. For instance, whether to do data decryption in
the mobile phone, and then send the decrypted data to the
pacemaker. If the mobile phone is compromised, wrong data
and signals could then go to the doctor and pacemaker, since
mobile phones can get compromised, as we discussed before.
Whereas, if we consider security controls in the pacemaker
itself, we only have software provided by one company. Thus
it would be much more secure to do the security controls
directly in the pacemaker, and use the mobile phone just as a
gateway to transfer the information. However, this will require
additional computational power and battery capacity. Another
issue is whether we can do all the security controls inside
the computerized generator of the pacemaker - or consider a
security controller as a separate unit out of the body with a
close and secure connection to the pacemaker.

We therefore define two scenarios: In scenario 1 (see
Fig. 10), the security controls for the pacemaker are done
inside the computerized generator of the pacemaker, and in
scenario 2 (see Fig. 11), a separate security controller unit
makes the security controls of the pacemaker, such that this
unit is outside the body with a close and secure connection to
the pacemaker. In scenario 1, we would need computational
power inside the body, needing more storage, stronger CPU,
much more battery capacity and so on. This is not desirable
since it might increase the potential necessary surgeries in
order to change the battery, maintain, or update the pacemaker.
Moreover, we might not be able to consider some of the
security and privacy functionalities in order to avoid increasing
CPU usage, which results in even more battery usage.

Therefore, we might want to have a pacemaker with a
simple sensor inside the body and a security controller out
of the body, say in the pocket or at home very close to the
pacemaker. Here, it is essential that the security controller
be close to the pacemaker, since the pacemaker must have

very weak signals, limited interactions and computations, to
avoid using too much battery power and resulting battery
changes. So, all the security and battery-intensive controls
would be done in the external security controller, which can
have a stronger and easily rechargeable battery. The controller
can maintain the device in case of any problem, update or
troubleshoot its computer system, or even increase the level of
protection by adding more security and privacy functionalities
or appropriate software at any time because of easy access.

According to all the security considerations in scenario 2,
we can then have a better security class in the pacemaker
security controller: In Table III we summarize all the security
and privacy challenges in the sensor, pacemaker, and mobile
phone connected to the doctor, and compare the severity of
these security and privacy challenges in scenarios 1 and 2.
This table determines the impact. The challenges considered in
the table are found by following the functionality framework,
for each device, in a top-down manner and in each case
determining the problems that may occur. The further we break
down the problems according to the functionality framework,
the easier it is to find the specific challenges for the given
device.

In the following, we see that the severity of the security
and privacy challenges in the sensor and pacemaker has been
reduced from very high in the worst case to low. Hence, the
impact of attacks is reduced from catastrophic to minor.

Discussion. The pacemaker in scenario 1 is a complex device
because all security controls are done inside the computerized
generator of the pacemaker. The security controller is very
close to the sensor, the signals received by the sensor from
the pacemaker are very frequent. Interference is possible and
that can have negative effect on correct heartbeat capturing.
However, by transferring the security controller outside of the
body this effect would be low (still there are some frequencies
from devices close by such as mobile phones that can affect



the sensor) resulting in more precise heartbeat capturing.
As mentioned earlier in the heart rate sensor, there are low
possibilities of data and private information breaches in both
scenarios.

In the pacemaker in scenario 1, because of the complexity
of the system and having all the security controls inside the
computerized generator of the pacemaker, we need higher CPU
and memory consumption and then battery usage would be
very high, while in scenario 2 this problem would decrease
to very low. In scenario 1, because of difficulties in accessing
the pacemaker and its security controller on time (in case of
maintenance, update, troubleshooting or installing new soft-
ware/equipment, also not being able to apply all the necessary
criteria with high protection level in order to avoid high battery
usage), the level of the security and privacy functionality
criteria as well as the level of the protection is low.

Therefore the vulnerability of the pacemaker and sensor
against attacks compromising the device (that can cause
changing battery saving controls so draining the battery more
quickly, changing pacemaker shock settings, tampering of
transferred information from/to the pacemaker, data and pri-
vate information breaches, transparency of GDPR compliance,
risk of long-term storage of private information) is high;
however, this problems decrease to very low when we change
to scenario 2, due to easier access to the security controller
out of the body.

By compromising the mobile phone connected to the doctor,
the problems listed in the last part of Table III may occur. In
both scenarios, we have considered high level of protection
for the mobile phone by using appropriate set of security
and privacy functionality criteria with high protection level,

TABLE IV: Security Class of the Sensor

----- :
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TABLE V: Security Class of the Pacemaker Security Controller
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TABLE VI: Security Class of the Mobile Phone
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therefore we have reduced the vulnerability of the device to
low, but as discussed earlier, these devices still have a number
of vulnerabilities for attacks, and therefore the vulnerability is
not in a very low level.Furthermore, softening the problems
in scenario 1 results in obtaining higher protection level and
security class. For instance, we can easily recharge the battery
of the security controller, maintain the device in case of any
problem to avoid shutting down all the security considera-
tions, and increase the level of protection by updating or
troubleshooting its computer system..

In the sensor, as explained above, we have connectivity C1,
and protection level P1, therefore exposure is E4 (see Table
IV), and because of very high problem severity, the impact of
attacks is Catastrophic, resulting in security class F in this
device. By changing from scenario 1 to 2, the severity of
the security and privacy challenges has reduced from very
high to low, therefore the impact of attacks is reduced from
Catastrophic to Minor, and consequently, the security class has
improved from class F to class C.

In the pacemaker, we have connectivity C2, and protection
level PS5, however in scenario 1, the severity of security and
privacy challenges have affect on the protection level, which
falls to level 3, therefore exposure is E2 (see Table V), and
because of very high security and privacy challenge severity,
the impact of attacks is Catastrophic, then we have security
class D in this device. By changing from scenario 1 to 2, the
severity of the security and privacy challenges has reduced
from very high to very low, therefore the impact of attacks has
reduced from Catastrophic to Insignificant, and consequently,
the security class has improved from class D to A.

And, in the mobile phone connected to the doctor, we
have connectivity C4, and protection level P4, therefore the
exposure is E2 (see Table VI), and the security is class
B in both scenarios. By considering security and privacy
challenges, as well as the effect of these challenges on the
protection level of each device and the whole system, and
also their affect on the impact of attacks, we have changed
scenario 1 to 2, and were able to improve the security class
in the sensor and pacemaker security controller from class F
to C, and class D to A, respectively. Hence the security of the
overall system has improved significantly.

In this case study, we started out with security and privacy
design requirements to each device: class A for the pacemaker
security controller, class B for the mobile phone, and class
C for the sensor. We have seen that this is not realistically
possible to achieve for the design of scenario 1, while it
was possible to satisfy these requirements for scenario 2.
The framework was most useful in these design evaluations.
Indeed, the case study shows that by following the guidelines
given by our framework, one can achieve security easily and
decrease the impact of a possible attack.

VII. CONCLUSION

The expansion of I[oT in the last decade has resulted
in several security and privacy issues and attacks against
things and people. Unfortunately, the security and privacy



functionalities to combat these attacks are not well-recognized
in the domain of IoT. This paper summarizes and categorizes
IoT security and privacy functionalities, and as the main
contribution, the paper presents a new taxonomy framework
that organizes the related standards in this area. The proposed
framework is oriented towards practical application. We have
demonstrated the application of this framework in combination
with the security classification method using a case study
about pacemakers. Our case study is quite generic and reveals
general issues that can be found in other case studies.

The security class of a system is based on two factors:
exposure and impact of possible attacks. The exposure is a
consequence of the protection level of the system and its
connectivity. A lower exposure level means a lower attack
surface. Therefore, by reducing the exposure level of a system
we can have a more secure system. A higher protection level in
a system or lower connectivity can result in lower exposure. At
the same time, lower impact of attacks on a system raises the
security class of the system. By applying the appropriate set of
security and privacy functionality criteria from our framework,
the protection level of a system can increase, while exposure
can decrease, as demonstrated by the case study and discussed
at the end of Section VI

The main objective of this paper is to give security develop-
ers, designers, and end-users an opportunity to understand and
explore what the IoT security and privacy functionalities are,
and how these functionalities can help to improve the security
and privacy of IoT systems. Our approach combines detailed
information about security and privacy functionalities with
a security classification method. The approach is systematic
and structured; it is easy to use and is oriented towards
practical engineering. The framework is based on the available
recommendations and standards for IoT systems. This should
imply that all aspects are covered, but there is no guarantee for
that. This can be seen as a limitation of the work. Secondly,
the application of the methodology is ultimately depending on
the judgements of software engineers or security experts, and
is therefore not 100% precise. If their judgement is wrong, for
instance if they choose the wrong connectivity or protection
level, it will in general give a wrong estimate.

Future work will consider case studies with several kinds
of IoT devices and sensors involved. This will be a valuable
step toward validating our framework, and possibly allowing
the framework to be complemented with even more elements.
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