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Abstract

Security in a software product is a property organizations can not overlook

in this day and age, due to the sensitive and personal information they

need to protect. To ensure that software is secure and that "due care" has

been exercised, a standard can be utilized to measure one’s security posture

against industry best practices. This study aims to examine the application

of the Application Security Verification Standard (ASVS) on the District

Health Information System 2 (DHIS2) platform. By conducting an audit of

DHIS2, the thesis explores how DHIS2 compares against ASVS and what

the benefits and challenges of assessing DHIS2 using this standard are.

Interviews were conducted with members of the DHIS2 team, wherein

the participants would select applicable ASVS controls to DHIS2 and

then score them. The auditing results showed that DHIS2 failed to

achieve complete coverage of ASVS. In analyzing the results for themes

and patterns and drawing from personal experiences from conducting

the assessment, several benefits and challenges were discovered. First,

the data showed that ASVS’s selection of control was relevant to DHIS2.

Second, the ASVS results can be leveraged to address the shortcomings of

DHIS2, to find vulnerabilities, and to fix them through a secure Software

Development Life Cycle and other methods. The value of ASVS, however,

is dependent on the organization’s maturity and willingness to embrace

and invest in this process.
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Chapter 1

Introduction

The necessity of handling system security and information security in

particular is obvious when you look at the security breaches that have

occurred in the last decade alone. The web service provider Yahoo, for

instance, suffered an attack in 2013-14 in which the names, email addresses,

and dates of birthdays of approximately 3 billion users was compromised

[25]. The danger to the health industry is even greater, where a disruption

can lead to the endangerment of patient lives. In late 2019, a small town in

the Czech Republic suffered a cyberattack in which the staff was unable to

use x-rays, ultrasound or laboratory instruments, forcing operations to be

postponed or relocated to nearby hospitals [71].

Individual steps can be taken to prevent a breach but, identifying critical

measures without a comprehensive guidance document can be challen-

ging. To get an overview of one’s security posture and identify critical

weaknesses, a security assessment is required. A security assessment is

a measurement of the security apparatus (people, process, technology) of a

system, facility or organization [3]. In other words, the assessment looks at

the way security is designed and implemented and identifies weaknesses

and vulnerabilities in the implemented security controls. There are many

approaches to security assessments, like penetration testing, risk assess-

ment, threat modeling and vulnerability assessment. The method used
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here is an internal audit of a health information system, using the Applic-

ation Security Verification Standard (ASVS) [47] standard of security- tech-

niques, and best practices to evaluate the company’s defenses and security

architecture. In other words, this means going through the requirements

found in ASVS, and deciding if they are applicable and if the proposed

solutions are in place. By comparing one’s personal security system with a

given frame of reference, an organization can discover critical weaknesses

and raise awareness [24].

This thesis looks at the application of ASVS on the District Health

Information System 2 (DHIS2) software, a health management platform

that stores information of 67 low and middle-income countries in which it is

used today [4]. Here the focus is on data security, centered around the CIA

principles: confidentiality, integrity and availability, all an integral part of

maintaining a healthy and secure information system. By using a standard

to assess DHIS2’s security, we also examine the process, the benefits and

the challenges of this process.

1.1 Background

This thesis project was among several initiated by the HISP group at

the University of Oslo (UiO), as part of a larger effort to evaluate and

strengthen the security of the DHIS2 platform. Penetration tests by external

organizations using DHIS2 had been done before, and for the findings to be

fixed requested, but no systematic security audit had been done previously.

This research involved collaboration with DHIS2 developers and other

members of the HISP group, who provided their knowledge and expertise

in things related to DHIS2.
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1.2 Motivation

Security breaches can and will happen, from large corporations such as

Yahoo to smaller hospitals and medical service providers. At the time of

writing, the Coronavirus (COVID-19) has become a global pandemic [16],

and the health-care sector is more important now than ever. Still, hacker

groups are targeting hospital and medical services, with two recently

reported cases: an attack at the Champaign Urbana Public Health District

in Illinois, USA, taken offline on March 10. 2020 by ransomware attack1;

and again in the Czech Republic, an attack at the biggest hospital in the

country that shut down all computers and delayed coronavirus test results

[52]. These recent events underscore the importance of a capable security

infrastructure. DHIS2’s reach is enormous, and it is operated in countries

with poor resources and poor health systems [12]. Its databases contain

both aggregated and patient data. Therefore, protecting the privacy,

integrity, and availability of that data from external threats is critical,

especially today in the wake of COVID-19.

Scarfone, Benigni, and Grance from the National Institute of Standards

and Technology (NIST) state that, “while it is impossible to eliminate all

threats, improvements in cybersecurity can help manage security risks

by making it harder for attackers to succeed and by reducing the effect

of attacks that do occur” [54, Chapter 1]. No such systematic audit has

been done before for DHIS2. A security audit is, therefore, important to

assess the organization’s security posture against industry best practice, to

identify vulnerabilities and measure the effectiveness of the organization’s

controls. The motivation for doing this research is to explore this process

and the applicability of an ASVS-type standard on DHIS2. It is the wish of

the author that the research can also be relevant for similar organizations

and software. The audit results will give the reader insight into DHIS2’s

1Ransomware is a type of malware attack that blocks access to the victim’s system or

files until a ransom is paid
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security posture, and the following discussion will explore the benefits and

challenges of the ASVS auditing process.

1.3 Scope

This thesis looks at the auditing process from selecting the security controls

found in ASVS, to scoring them as either pass or fail. Though instigated by

the author, the selection and scoring is done by the various HISP employees

at UiO who contributed to this research.

1.4 Research question

The purpose of this thesis is to do a security audit and then explore the

benefits and challenges in assessing the security of a software product

using a standard. First, benefits includes taking a broad perspective on the

value of a standard, as well as exploring what the audit results revealed

about DHIS2 and how this knowledge can be utilized. Second, challenges

involves reflecting on the limitations and issues discovered during the

auditing process. More specifically, the purpose of the thesis is reflected

in the following research questions:

How does DHIS2’s security compare against ASVS?

What are the benefits and challenges of using ASVS to assess DHIS2’s

security?

The first research question will be answered by first doing the audit and

giving an overview of the results, and the second will be answered through

an analysis of both the results and drawing from personal experiences from

doing the audit.
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1.5 Chapter Overview

This thesis is organized into 7 chapters as follows:

Chapter 1: Introduction: presents the background of this thesis, motiva-

tion and proposes the research question.

Chapter 2: Research context: provides information on HISP and the DHIS2

platform.

Chapter 3: Relevant Literature: presents the relevant literature, including

an overview of software development, technical concepts, security stand-

ards, and finally a look at security regulations and threats to DHIS2.

Chapter 4: Research Approach: presents the research approach and how

the application of ASVS to DHIS2 was conducted.

Chapter 5: Results: presents the results from the ASVS auditing process.

Chapter 6: Discussion and Analysis: evaluates the results from the case

and present the learning outcome from the ASVS exercise.

Chapter 7: Conclusion: summarizes the discussion and concludes the

thesis.

5
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Chapter 2

Research context

To follow the case study, the contextual background of this thesis is

required. First will be given a brief introduction to health information

systems and the Health Management Information System Project (HISP).

Next, an overview of the District Health Information System 2 (DHIS2),

with a particular focus on its architectural composition.

2.1 Health Management Information Systems and

HISP

An information system (IS) is defined as “formal, sociotechnical, organiz-

ational systems designed to collect, process, store, and distribute inform-

ation” [27, p. 28]. A health information system (HIS) is an informa-

tion system specific to the health sector, “designed to manage different

kinds of healthcare-related data and is one of the foundational blocks of

every health system” [6, p. 73]. Over the last couple of decades, there

has been an increased global effort to accommodate the inadequate health

status in developing countries, as existing HIS’s were either not well-

functioning or non-existing [6]. To tackle the many health-related chal-

lenges developing countries faced, a comprehensive health management

system (HMIS) needed to be implemented, such that the governments or

7



Non-Governmental Organizations (NGOs) would be able to “monitor, de-

tect and respond appropriately to public health emergencies” [6, p. 73].

The Health Management Information System Project (HISP) is one of those

efforts.

Originated in South Africa after the fall of apartheid in 1994, the project

was backed and developed in collaboration with local health activists,

university students, and information system developers [6]. Coordinated

from the University of Oslo (UiO) in Norway, HISP today is a global

network comprising of several independent HISP groups, all of who help

design, implement and sustain health information systems in over 100

developing countries around the world, including Indian states and the

majority of Africa. The HMIS at the core of this effort is the Distributed

Health Information System (DHIS).

2.2 Distributed Health Information System

Braa and Sahay define the DHIS software as a “free and open-source

software platform for the collection, management, analysis, and use of

health data” [13, p. 1]. Following its inception in 1994, DHIS has gone

through several iterations. The latest generation, DHIS2, was launched in

2005 and is currently on its 33rd release. Decades later, today the software

is relied upon by Ministries of Health and NGO’s all across the globe,

covering an estimated 2.28 billion people [6]. While the software core is

developed by a team at UiO, it is part of a larger HISP ecosystem, local

groups who “support the implementation of DHIS2 in their countries and

regions based on their domain knowledge, technical and implementation

expertise and experience” [6, p. 75]. These on-site observations from local

HISP groups and other action-based research projects ensure that DHIS2

evolves to meet the many use cases and challenges that people need to

solve.

8



2.2.1 DHIS2 as a platform

A platform can be defined as a group of technologies - at the center of

which is a core used as a foundation on which outside parties can build

products or services [64]. The platform provides a set of core functionality

and an interface through which applications can interoperate. DHIS2 can

be perceived as a platform based on these criteria. The following is an

explanation of DHIS2’s three main components and their boundaries, as

illustrated in figure 2.1, as well as the interface that links them all.

Generic core. The main component of the DHIS2 platform is the core, a

web-based solution that can run on most browsers and phones. The core

consists of two parts: an SQL database and the Java-written codebase. This

is the building block on which other applications can build upon.

Bundled apps. The second component is the bundled apps that come with

the core package, developed by the same core DHIS2 team at UiO.

Custom apps. The third component is the custom apps. The platform’s

modular architecture allows it to be extended not only by apps but add-

ons, plugins et cetera. This allows local developers to create applications

specific to their use cases.

The Web API. The API supplies the interface between the user and

the application. An external or internal application fetches data from

the database in the form of a resource, in order words, anything the

client might want to interact with. This resource could be patient data,

configuration information et cetera. The web API allows the implementors

to create custom apps that communicate with the core and the underlying

database. Although each core given to the local implementors is the

same, custom apps can alter the design of an individual DHSI2 instance

significantly.

9



Figure 2.1: DHIS2 platform components (source: [39])

2.2.2 Configuring the platform and cloud hosting

When downloading DHIS2, it is empty of any content. The platform

instance needs to be configured to a specific context and filled with data.

The basic idea of DHIS2 is to provide a basic set of functionality to all

countries and health facilities that implement it. By providing a flexible

data structure, implementors can adapt the software to suit their specific

problem or the laws or regulations that exist on the handling of private

data in their country or region.

An implementors responsibility for deploying a reliable and secure DHIS2

instance includes the following (selected) actions [22]:

• Human resources with skills in relevant technologies such as web

servers and database systems.

• Reliable backup of your system including safe storage at a remote

server.

• Use of SSL (HTTPS/encryption) to keep private information like

passwords secure.

• Monitoring of server resources and application performance.

• Secure server environment to avoid unauthorized access, theft and

10



fire.

When the DHIS2 project was created, it was important from the start that

“the project invested significant resources in building expertise in HIS in

the countries where HIS was implemented” [6, p. 74]. Today, this effort

includes training in system implementation, maintenance, integration with

other systems and software development of external apps. The implication

of having a highly configurable, open-source platform is that aspects of

DHIS2 can only be secured by the UiO development team, while other

aspects of security need to be addressed at the implementation level.

2.2.3 Collected data and metadata

DHIS2 data can be described in two terms: collected data and metadata.

Collected data is the data gathered from patients and districts, like data

entered by a desk clerk or a doctor. There are three dimensions to this

data: the what, where and when. What refers to the value measured by the

indicator, e.g. the number of new measles outbreaks, pregnancies. Where

records where a data value was collected or where a health event took

place. When gives a period or a timestamp for when the data was collected.

Metadata refers to the data “describing your data” [1]. For instance, say

you are tracking the mortality rate among infants aged less than five years

old. This data would be collected in what DHIS2 calls a dataset. This

dataset is configured by the implementors, who specify how often the data

is to be collected, what indicators are to be used, which health facilities it

applies to et cetera.

2.2.4 Aggregate and patient data

DHIS2 stores three types of data: user data, patient data, and aggregated

data. Patient data, recorded by a health worker during a patient’s visit,

pertains to information about a single individual, such as their name, age,

medical history and diagnosis. There are two functionalities (apps) for
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registering individual entities: the Tracker and Event Capture modules. In

the case of pregnancy, the Tracker app can be used to log when the baby is

due, when the next scheduled checkup is set, et cetera. The Event Capture

app is used to capture singular events. An event is not necessarily tied to a

specific individual by a name or id, but information such as height, gender

and the nature of the event are registered, as are any comments written by

the health worker.

Aggregate is a collection of data, such as the number of pregnancies within

a region or the cases of ebola outbreaks. This data is used as a statistic to

generate reports to help health facilities and governments to track events

and allocate their resources accordingly.

2.2.5 DHIS2 development

DHIS2 is developed in (agile) teams (more on the definition of Agile

development in the next chapter). Four main teams work on different parts

of the platform: Apps, Android, the Tracker module, and Analytics. Each

team consists of a frontend and backend, both of which have team leads.

Also, there are supporting services: UX and Quality Assurance.

The DHIS2 team keeps track of two separate Jira boards. A Jira board is

used to report issues, follow requirements, progress, and roadmap for the

DHIS2 software [23]. One is public, and the other is private to the core

team.

2.2.6 DHIS2 security landscape

DHIS2 has experienced security breaches before. Machines have been

taken over and data has been exposed (through an open database

configuration). There are known architectural defects, the results from

penetration tests, reports from the field et cetera. These can be addressed

by the software team. However, the main challenge in regards to security

is with implementation.
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The implementors are not security experts. The different countries in which

DHIS2 is implemented also frequently do not have a strong regulatory

environment or institutions to promote good security practices. The

consequence of this are many badly configured systems, with poor (or no)

TLS configuration, naive (or no) proxy setup, no firewalls, no monitoring,

inadequate physical environments, and poor management of users and

roles. There are remedies to these problems, such as better guidance, better

training materials, and better tools. And there has been significant progress

in these areas, particularly in regards to training for server administrators.

For the development team, the software release process has improved

greatly also.
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Chapter 3

Relevant literature

This chapter will present relevant literature that is deemed appropriate

for the topics concerned in this thesis. First is an introduction to

software development models followed by an overview of relevant security

concepts. Second, the concept of a standard will be presented as well

as relevant standards for the assessment of DHIS2. And finally, a brief

explanation of security laws and regulations within the health sector and

data protection in general, followed by an overview of the threat-landscape

for an HMIS.

3.1 Software development

A development model describes the software development lifecycle of a

development process [60]. It helps provide a common understanding of

the software building process, such that developers can easier define what

work has to be accomplished during each phase. One of the oldest of

the development models is the Waterfall model [8]. Here, a development

process consists of five phases: requirements, design, coding, testing, and

maintenance. Each phase needs to be fully completed before continuing

to the next, and this process lasts throughout the entire project. At the

opposite end of that spectrum is the Agile model, currently used by the
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DHIS2 development team. Here, the software is developed in iterations

lasting between 2 and 3 weeks, called a sprint, during which each phase

of the software development lifecycle (SDLC) is repeated for that sprint.

Before each sprint begins, tasks are selected from a backlog to be developed

during that iteration. In stark contrast to the Waterfall method, the agile

method places a large emphasis on quick delivery and allows for a clearer

set of priorities for developers to work on.

3.1.1 Secure Software Development Life Cycle

An SDLC defines the process used by organizations to build an application

or a feature from start to finish [55]. Regardless of the development model,

the prime reason for using an SDLC is that it provides a framework for

a standard set of activities, such as planning, building and maintanence,

and ensures that the project is planned, tracked and controlled throughout

its life cycle [66]. In the past, it was common practice to perform

security related-activities only as part of testing. However, this resulted in

security-related bugs being discovered too late. To address this issue, the

secure software development life cycle was invented, meant to integrate

security-related activities in every step of the development process [41].

This ensures that activities such as penetration testing, code review, and

architecture analysis are an integral part of the development effort [57].

Alternatively, these principles can be referred to as Security by Design

and Secure by Design, two terms often used interchangeably, meaning that

software has been designed from the foundation to be secure.

The integration of an security into your SDLC has many benefits, some of

which are [43]:

• Making security a continuous concern.

• Raise awareness of security issues.

• Early detection of flaws in the system.
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An example of an SSDLC is the Microsoft Security Development Lifecycle,

launched in 2004 as a response to the growing PC market and equally

growing threat landscape [5]. The SDLC was developed such that it would

help integrate security-related practices found in the SDLC into the agile

development environment, including training in secure coding techniques,

secure code review and threat modeling.

3.1.2 Secure by Default

The United Kingdom’s National Cyber Security Centre (NCSC) writes that

“technology which is Secure by Default has the best security it can without

you even knowing it’s there, or having to turn it on” [56]. Though closely

related to Security by Design, the by Default philosophy revolves around

building software that is configured by default to be as secure as possible.

This is beneficial not only to system administrators but, as Gorski and

Iacano explain, also to non-security workers, who “benefit from safeguards

being in place by default as this avoids vulnerabilities resulting from a lack

of knowledge, comprehension or attention” [31, p. 1]. A selected few of

Secure by Default principles as listed by the NCSC are [56]:

• security should never compromise usability – products need to be

secure enough, then maximize usability

• security is never a goal in and of itself, it is a process – and it must

continue throughout the lifetime of the product

• security should not require extensive configuration to work, and

should just work reliably where implemented

• security should not require specific technical understanding or non-

obvious behavior from the user.

Poor set-up or configuration of technology increases the risk of system

vulnerabilities being exploited, either unintentionally by its users or

purposefully by hackers.
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3.2 Security Concepts

Security is a wide field of study with many concepts, principles, and

services. This section will give a brief overview of a few concepts relevant

to the discussion on security and standards.

3.2.1 Security services

How secure a system is strongly depends on the security requirements

and the security measures that are in place. With respect to information

systems and system security in general, the CIA (Confidentiality - Integrity

- Availability) principles are important [53]. The security spectrum

also includes accountability, authentication, non-repudiation, and other

concepts. For this thesis, the CIA principles should provide the reader with

adequate background on information system security.

Integrity

Integrity is to protect assets from unauthorized modifications or destruc-

tion. Integrity encompasses both data integrity (all digital information)

and system integrity (state of the system ) [30, p. 34-37]. In the context

of DHIS2, tampering with health data is a breach of integrity.

Confidentiality

Confidentiality is to protect assets from being disclosed to unauthorized

individuals [30]. A breach of confidentiality can both be accidental and

intentional and can come from a bug or poor configuration that leads to

disclosure of information.
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Availability

Availability ensures the availability of data and resources to authorized

individuals. It is crucial to all systems, in particular cloud services and

information systems. An attack on availability is best illustrated by the

DoS (Denial of Service) attack, which overloads a server’s resources, thus

hindering legitimate users from accessing their data.

3.2.2 Security controls

IT security is about protecting assets that are of value to the organization.

This includes people, property and information. A standard will often

include a series of controls for the purpose of reducing or mitigating the

risk to those assets. Security controls are divided into these three categories

[51, p. 12-13]:

• Physical

• Technical

• Administrative

The control category is selected based on the organization’s objective.

The aforementioned three categories are by type, but controls can also be

categorized by function: preventive, detective, and corrective. For this

thesis, only the former is required to understand ASVS. Note that in this

thesis, the words controls and requirements are often used interchangeably.

A security requirement can be defined as a “security feature required by

system users or a quality the system must possess to increase the users

trust in the system they use” [69]. The ASVS standard, for instance, names

each category and subcategory as requirements. The items themselves, are

typically referred to as controls.

The following is an overview of the three control types [51, p. 12-13].
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Physical controls

Physical controls deal with the tangible, as in preventing or detecting

unauthorized access to information through the use of locks, security

guards, alarms, motions sensors, and similar measures.

Technical controls

Technical controls are security measures that use technology as a basis for

authorizing access to sensitive data and protecting assets. This includes

authentication solutions, firewalls, antivirus software, cryptography, intru-

sion detections, forensics, and other measures.

Administrative controls

Administrative controls (also called procedural in literature) are security

measures that take into account the human factor. It refers to the policies,

procedures, or guidance that define work-place practices when handling

sensitive information, be it at rest or in use.

3.3 Security standards

A definition of a standard as defined by Webster is that it is “something

set up and established by authority as a rule for the measure of quantity,

weight, extent, value, or quality” [20]. Standards are applied everywhere:

it is the celsius scale, date format and the rules by which the web

communicates. In the context of health information, a standard is a

common set of guidelines for the “the collection, reporting and use of

health information by all developing countries and global agencies” [26].

In the case of application security, a standard provides a set of best-practice

security techniques or requirements that, if followed, gives confidence

that the application is secure. Further, the standard allows developers to
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compare “their personal security system with a given frame of reference

adopted at an international level” [65, p. 128]. In this chapter, the words

standard and framework are sometimes used interchangeably.

This section will give an overview of a few standards relevant to DHIS2.

In the security field, standards are typically categorized based on the

objective. The following sections give info on three such categories:

cyber-security standards; information security standards; and application

security. Note that a standard can belong to multiple categories.

3.3.1 Cyber security standards

“Cyber Security, a subset of information security, is the practice of

protecting systems, networks, and programs from digital attacks” [68].

Cyberattacks caused by cyber threats seek to access, change and destroy

sensitive information. Part of the cybersecurity process is knowing what

the critical data is, where it is stored, and what technology needs to be

implemented to protect it. An example of a cybersecurity standard are

the CIS controls, though all standards in this chapter contain cybersecurity

safeguards.

3.3.2 Information Security Management Systems

An ISMS is a “systematic approach to managing sensitive company

information so that it remains secure” [34], which includes people,

processes, and IT systems. Like cybersecurity standards, an ISMS seeks

to minimize risk and reduce the impact of a security breach. However, an

ISMS focuses more on the management side of the company, meaning it

recognizes that security breaches can occur both due to human errors and

errors in the company’s structure. For example, an employee can cause a

security breach by accident, with no malicious intent, or purposely, in both

cases causing significant damage. Examples of an ISMS is the ISO/IEC

27000-series and NIST’s SP 800-53.
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3.3.3 Application security

Application security is the measures taken to improve the security of an

application during the application’s lifecycle. This involves finding, fixing

and preventing security vulnerabilities, through a wide range of techniques

such as code review, white-box security review and black-box security

audit. Whereas cybersecurity is directly aimed at defending against

cyberattacks, application security involves the entire SDLC process. The

Application Security Verification Standard is an example of an application

security standard.

3.4 Overview of selected security standards

The project was presented with ASVS in mind. Chapter 5 will present

an argument why it was the correct choice. But to understand ASVS’s

place within the standard landscape and present a valid argument for

ASVS’s selection, giving background on and comparing ASVS to other

standards was important. Not all software products are alike, nor are

all organizations and their security goals. Available manpower, cost, and

regulatory compliance are all driving factors behind selecting a standard.

These standards presented here as candidates for DHIS2 were selected

based on three criteria. First, the standard had to be general-purpose

or health-specific. Unfortunately, standards tailored to the health-sector

are few, and those that are relevant, such as HIPAA (Health Assurance

Portability and Accountability Act) [62] - often referred to as a standard,

are more concerned about information from a management point of view,

rather than a technical one. The second criteria is that the standard had to

be internationally-recognized and accepted by the professional community.

And third, the standard had to be relatively modern.

Section 3.4.1 presents a few possible standards that could have been used

to audit DHIS2. Section 3.4.2 then gives an in-depth description of ASVS,
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written in more detail compared to the other standards as it was chosen for

the task of auditing DHIS2.

3.4.1 Possible standard candidates

ISO/IEC 27000-series

The International Organization of Standardization (ISO) develops and

publishes standards, one of which is the ISO/IEC 27000-family [34]. The

pillar of the series is the ISO/IEC 27001 standard. An example of an

ISMS, the standard provides guidelines on how to establish, implement,

operate, monitor and maintain an information system. Moreover, the

Annex A section of the publication contains over a hundred security

controls, covering both the physical, the administrative, and the technical

side of security. However, ISO/IEC 27001 only establishes what to do,

but not how to do it. A sibling standard, the ISO/IEC 27002, provides

concrete implementation guidelines on how to achieve a requirement from

the Annex. While 27001 does not mandate a specific action, 27002 includes

plenty of suggestions for corrective and preventive actions.

The Norwegian National Security Authority (NSM) advises corporations

to follow a standard like the ISO/IEC 27001 as their security framework

[45]. A bank, for instance, with several offices and possibly hundreds of

employees handling high-value transactions, will require a management

policy, internal organization structure, incident management rules and so

on, such as provided by ISO/IEC 27001 – in addition to the technical and

physical controls.

NIST SP 800-53

NIST SP 800-53, shorthand for National Institute of Standards and

Technology Special Publication 800-53, also an ISMS, provides a catalog

of technical, operational and administrative security controls [44]. For each
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of its 1000+ security controls, SP 800-53 outlines what to examine, whom to

interview, and what to test. The publication is relatively large, due to the

fact that it was designed for governmental applications and information

systems – in particular, to facilitate compliance with federal legislations

and directives. A smaller, international software company may find the

size of its content daunting, and its vast amount of controls irrelevant.

Center for Internet Security

An example of a Cybersecurity standard, the CIS controls (Center for

Internet Security) consist of 20 actionable control categories, spread across

3 sections: basic (the essentials for cybersecurity defense), fundamental

(technical best practice), and organizational (aimed at the people involved

in maintaining a cybersecurity defense) [63]. At a glance, the framework

lacks the depth and specialization that other standards such as ASVS offer.

And that is by design. As the document states: “this is not a one-size-fits-all

solution, in either content or priority” [14, p. 3]. The CIS controls provide

a baseline for a strong security foundation that applies to all industries,

from healthcare to retail, and seek to secure various asset types, such as the

application, network, data, users and devices.

3.4.2 Application Verification Security Standard

The following section is an in-depth description of the Application Security

Verification Standard. ASVS was developed by the Open Web Application

Security Project (OWASP), a non-profit, community-driven organization

dedicated to web application security [70]. In order words, ASVS was

created by developers for developers. The latest version, 4.0.1, was released

in March of 2019. The objective of the standard is to “normalize the range

in the coverage and level of rigor available in the market when it comes

to performing Web application security verification using a commercially-

workable open standard” [47]. What this means in practice is that the
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standard provides measures that can be adapted to any project of any size.

The applications of ASVS are many. One listed by OWASP is to use

ASVS as a “blueprint to create a Secure Coding Checklist specific to your

application, platform or organization” [9, p. 10]. Another, as a security

architecture guidance, or for secure development training. For this project,

the security audit route was taken.

Verification levels

ASVS operates with three ranges of levels to help developers classify

or describe the size of their project. Each tier offers additional security

requirements targeted at more security-critical projects (see figure 3.1). The

levels are:

• Level 1. According to the document, level 1 is the “bare minimum

that all applications should strive for” [9, p.10]. It is also the only

level that can be checked either by using automatic tools or manually,

without access to the source code.

• Level 2. This is for most applications. Projects that should strive for

this level of verification are applications that process transaction data,

store personal information about individuals or process health care

information.

• Level 3. This is the highest verification that can be achieved. Projects

that should strive for this level of verification are applications that

require a significant level of security. This can include health and

safety, military or day-to-day governance in critical infrastructure.

Security requirement sections

As of the 2019 revision, there are 14 security requirement sections. Each

section has controls typically grouped into subsections that are of similar

functionality. The session management category, for example, consists
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Figure 3.1: Example of ASVS Authentication controls

of 7 subcategories, such as cookie-based requirements and token-based

requirements. This split helps the user in tailoring the standard to

their project, by selecting sections and subsections that apply to their

application. For each category and sub-category of requirements, there is a

description, along with external references for further reading.

Below is a short description of three of those sections.

V2. Authentication

Authentication is concerned with the authentication between the user and

the service. This concerns, for example, how passwords are generated,

which cryptographic algorithms are used, and how those passwords are

stored and encrypted. An example control is to verify that passwords are

at least 12 characters in length.

V5. Validation, Sanitization and Encoding

The most common web application weaknesses are those concerning a

lack of input validation from the client, which leads to several well-

known vulnerabilities such as Cross-Site Scripting (XSS) and SQL injection.

An example control in this section is to verify that unstructured data is

sanitized, i.e. the input is checked against allowed characters and length.

26



V13. API and Web Service

These are measures to ensure that applications that use API’s are properly

secured. This requires proper authentication, session management, and

authorization. A possible situation that could occur is a user sending

malicious data as part of the POST payload. To combat this, input

validation of all parameters is required.

The remaining security requirement sections are

• V1. Architecture, Design and Threat Modeling

• V3. Session Management

• V4. Access Control

• V6. Stored Cryptography

• V7. Error Handling and Logging

• V8. Data Protection

• V9. Communications

• V10. Malicious Code

• V11. Business Logic

• V12. File and Resources

• V14. Configuration

Note that the 3.0 version of the ASVS standard contained a mobile section,

which in the 4.0 release has been retired in favor of a separate checklist

dedicated entirely to mobile security. The document also contains an

Internet of Things (IoT) appendix, which is part of a separate OWASP IoT

project. However, it is not considered part of the main branch, and due to

its irrelevance to the DHIS2 project, it was not included in the audit.
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3.5 Security and privacy regulations

3.5.1 Security regulations

Security regulations are directives on how information technology and

computer systems should be protected [19]. There are industry-specific

regulations, such as the Payment Card Industry Data Security Standard

(PCI-DSS) [50] for the banking industry or the HIPAA for the U.S. health

sector [62], and then there are general data protection laws. In Norway,

the EU’s GDPR (General Data Protection Regulation) applies [29]. Many

African countries have taken inspiration from GDPR and implemented

regulations with a similar set of laws [36]. Therefore, the GDPR is worth

exploring with respect what it says on information security.

3.5.2 General Data Protection Regulation (GDPR)

The GDRP is a privacy and security law that came into force on May

25, 2008, with the mission to “modernize laws that protect the personal

information of individuals” [28]. Though formed by the European Union

(EU), its laws apply to all who target and collect data on EU’s citizens

[15]. The stated goal of the legislation is to harmonize data privacy laws

across Europe, in addition to giving greater data protection and rights to

individuals [29].

GDPR covers personal and sensitive personal data. Personal data in this

context means a piece of information that can be used to identify a person,

such as a name, address et cetera, whereas sensitive data encompasses

genetic data, religion, sexual orientation. Of particular interest to this

thesis is Article 25, which communicates requirements for data protection

(privacy) by design and by default when handling sensitive data [10]. Both

concepts share similarities, but take different approaches to data protection.

Closely related to Security by Design as defined in section 3.1.1, Data

Protection by Design is centered on data protection rather than software
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development in general [61], encouraging organizations to “implement

technical and organizational measures, at the earliest stages of the design

of the processing operations, in such a way that safeguards privacy and

data protection principles right from the start” [67]. Data Protection by

Default is concerned with ensuring that personal data has the highest

privacy protection, e.g. short storage period, limited accessibility, and more

information is not disclosed than necessary.

3.6 Security requirements and threats to an HMIS

The digital revolution has brought many benefits to the health sector,

including the ability to track and mitigate disease outbreaks at a speed

hitherto impossible, but it has also created a new threat landscape [12]. This

section examines the security threats to DHIS2 and the health industry in

general.

3.6.1 Security in an HMIS

With the digitization of health information, this has created new tempting

targets for hostile actors, seeking to exploit vulnerabilities in today’s digital

systems [12]. Health data stored in electronic form is today at its greatest

risk, particularly in third-world countries who may lack the infrastructure

to respond or recuperate from an attack. The type of actors and their

motivation, for example, could be “states wishing to exaggerate or cover up

an outbreak by hacking these systems or falsifying data within them; mask

an ongoing biochemical or bioweapons attacks; or prosecute a politically

motivated attack on an individual or group through the corruption of

health data” [12, p. 1].

Breach of integrity and availability are the greatest threats to digital

systems [12]. For example, changing a persons’ blood type in the HMIS

database could have severe consequences for a patient’s health, whereas
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the availability of DHIS2 could impact the health worker’s ability to record

the correct data (though DHIS2 supports offline mode). This would affect

the government’s or health worker’s ability to monitor the health status of

its citizens, and hinder their ability to track and monitor a pandemic.

A health system, like any other software, can be compromised through a

variety of attacks, such as phishing, malware, ransomware, SQL injection,

Cross-Site Request Forgery, Denial of Service (DoS), et cetera. Concerning

DHIS2, the authors of Weaponizing Digital Health Intelligence list insufficient

encryption and software errors as the biggest challenges to DHIS2’s

security [12]. The encryption concern deals with the implementors’

reliance on cloud services such as Amazon and their unfamiliarity with the

vulnerabilities found in those services. The second issue: software errors,

stresses the importance of a secure software product. An error, a bug, could

give absolute control to the attacker, and thus access to the entire database.

3.6.2 Regulatory considerations when selecting a standard

Depending on the country or political union in which software is operated,

it may be subject to local regulations and laws. These compliance

frameworks would set the conditions and guidelines for how organizations

should store, transmit and process personal information. In Europe, there

is the GDPR, which covers all personal information. In the United States,

there is HIPAA for the health sector. The story is entirely different in third-

world countries. For many of the countries that use DHIS2 as their main

HMIS, regulations are either non-existing or in their infancy. Still, data

protection laws in Africa have seen an increased push in the last 20 years,

particularly in the last decade [37]. As of this writing, 25 out of 54 African

countries have passed some form of data protection laws, such as Uganda,

Nigeria, and Egypt [40]. India, too, has seen an increased push to regulate

citizen data, with a new, GDPR-inspired data protection bill proposed at

the end of 2019 [35].
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3.7 Summary of Literature

Security is important in the development process and of the finished

product. To achieve confidence that your application is secure and

followed methods endorsed by the international security community, a

standard can be followed, of which there are many. One is ASVS, which

will be used in this thesis to assess DHIS2’s security. ASVS was designed

for the web, providing a large selection of controls for web applications and

web services of all types. The leveled structure of this standard allows for

both larger and smaller projects to scale and achieve verification.
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Chapter 4

Research approach

The following chapter will introduce the research approach and the

methodologies used in this thesis. It will begin with a quick recap of

the project, followed by a methodology section describing the research

strategy. Next, an overview of the general methods applied to all phases of

the data gathering process will be given, followed by a closer look at each

phase in detail. Next will be a brief overview of how the data is analyzed

and how it will be used to answer the research question. Finally, the chapter

will conclude with a few reflections on the research approach.

In this thesis, the words "assessment" and "audit" are often used inter-

changeably, although each word has a slightly different meaning. Accord-

ing to Abdel-Aziz, “auditing is measuring something against a standard,

while assessing is determining how good or bad something is, but not

necessarily measuring it against a specific standard”, and that while “the

main focus of an audit is to check for compliance, the main focus of an as-

sessment is to help the organization improve its security posture” [3, p. 4].

An audit is a type of security assessment. The main task of this thesis is an

audit of DHIS2 using ASVS. But in doing the audit, we also seek to give

the results some context, and determine if they are "good or bad", and to

provide guidance on how to use that information to improve DHIS2’s "se-

curity posture". In other words, the thesis is an assessment of DHIS2 using
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an auditing approach.

4.1 Project summary

The original idea of this project centered on continuous security testing,

using ASVS as a secure coding checklist during the development process.

Throughout the research process and discussion held with my supervisors,

the research aims were redefined to what it is now: an audit of DHIS2’s

security controls and a look at the benefits and challenges to assessing

DHIS2 using ASVS. The research approach was also highly influenced by

the availability and willingness of HISP to contribute to this project. The

plan was for the audit to be completed before or during the summer of

2019, by the participants in their own time, without my intervention. Then,

group interviews were considered but were unrealized due to scheduling

conflicts.

The main source of data for this project came from the ASVS audit, the

nature of the study being of a qualitative nature, but with quantitative

results. What this means is that while the results contain a measure of

statistical data in the form of failed and passed controls, the majority of

the data comes from the one-to-one interviews held with DHIS2 team. The

quantitative results are used to answer the first objective of this thesis: how

does DHIS2’s security compare against ASVS? This is used in conjunction with

the qualitative approach to give context to the results, highlighting patterns

and themes. The data from the interviews would tell a story, one of people

with different positions at HISP, with a different approach and possibly

contradictory opinions. The same data, together with personal experiences

of conducting the audit, is then used to answer the second objective of this

thesis.
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4.2 Methodology

The methodological approach of this project is the ASVS audit. This process

will utilize two modes of data collection: qualitative and quantitative. Both

of these approaches are described below. Also, the choice to go with ASVS

is argued for.

4.2.1 Qualitative and quantitative

Research methods are generally classified in two ways: a qualitative and

a quantitative approach. There are several ways to distinguish between

them. One such distinction, made by Shields and Twycross, defines

qualitative as a “method used when something needs to be measured,

while qualitative methods are used when a question needs to be described

and investigated in depth” [59, p. 24]. While a measure of quantitative

data is part of this thesis, and answers the first objective, the research of

this project falls under the qualitative canopy, as the main source of data

originates from the one-to-one interviews conducted with the HISP team.

The research is driven by the need to examine how various people at the

HISP team evaluate the applicability or scoring of security requirements,

based on unique and possibly conflicting points of view. The qualitative

approach allows us to capture this form of data, as it is best suited for

the “collection, organization, and interpretation of textual material derived

from talk or conversation” [32, p.109].

The qualitative approach best suited to record this form of data is the

interview, considered to be the most commonly used qualitative data

collection tool [17][7]. Using an excel spreadsheet of ASVS controls, this

project will utilize the qualitative approach to interview people who work

at HISP. By inquiring how developers, security engineers et cetera evaluate

security aspects of their system, we form stories, stories that help paint a

detailed picture of DHIS2 and the process of conducting a security audit.

By examining the quantitative results and the qualitative data gathered
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through the interviews, this thesis can address the second objective and

discuss the strengths and weaknesses of using ASVS to assess DHIS2.

4.2.2 Why ASVS?

Though the project was presented with ASVS in mind, it was important to

consider other options and give a broader look at the standards landscape.

In the end, the selection of ASVS came down to one deciding factor: the

standard’s relevance and applicability to the development of the DHIS2

core and apps. The main, deciding factor is OWASP’s focus on web

security, but other factors played a role as well.

First, the focus on the development of DHIS2 meant that only technical

controls were directly applicable to DHIS2. Although HISP assists in

setting up local instances of DHIS2, they cannot provide nor enforce

physical and administrative guidelines on the implementors. An ISMS,

in general, would a perfect fit for DHIS2, with its focus on information

security and day-to-day security policies and procedures in the handling

of that information. In theory, any governmental or health group is free

to implement a standard such as ISO 27001 to guide their administrative

policy. However, that is beyond the reach of the development team, and

outside the scope of this thesis.

Second, all the standards presented in section 3.4 have different aims. The

goal of the CIS controls, for instance, is to protect against cyberattacks.

That is an essential part of every standard listed in this thesis, but it does

not address information security directly, nor the root cause of security

vulnerabilities: a secure software development life cycle. Both the ISO/IEC

27000-series and NIST’s SP 800-53 address all three security controls types:

technical, administrative, and physical, only one of which is relevant to

DHIS2. The relative simplicity of ASVS is important too. The sheer size

of standards like the ISO 27001 and 27002 make it too complicated for

a thesis of this size, as translating its numerous controls into checkable
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requirements would be a massive task in on itself.

4.3 General methods for data collection

This section outlines the general data collection methods used for this

project. This will include an overview of the interview method, auditing

methods, tools used to collection the data, participant selection, and the

general approach to the interviews.

Note that since the last round of interviews in early December, several

requirements have since been fixed. To avoid having to continuously

update the results and the text on which it is based, a line must be drawn.

The ASVS results presented in this thesis will, therefore, be based on the

December 2019 ASVS findings, as will the discussion that follows. A short

summary of the updated scoring is presented in section 5.1.11.

4.3.1 Interviews

The interview method comes with a set of preconceptions. Coughlan

defines the one-to-one interview as offering “the researcher the opportunity

to interpret non-verbal cues through observation of body language, facial

expression, and eye contact” [17, p. 310]. The aim of this study is only

to capture the spoken or written word about technical matters, and is

not a study of the participants themselves. The interview method was

chosen because it is particularly useful for getting the story behind a

participant’s choice or experience [46]. As Grossoehme notes, interviews

“explore experiences of individuals, and through a series of questions and

answers, the meaning individuals give to their experiences” [32, p. 110].

The interview approach taken for this thesis is elaborated below.
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Semi-structured interview format

There are three interview types to consider: structured, semi-structured

and unstructured. The interview type that you choose depends on the

“research question and the information needed to provide holistic answers

to these questions” [7, p. 150]. The type chosen for this thesis is a semi-

structured interview approach, a hybrid of structured and unstructured.

Less rigid than structured, and more focused than unstructured, this type

of interview is where “questions are pre-planned prior to the interview but

the interviewer gives the interviewee the chance to elaborate and explain

particular issues through the use of open-ended questions” [7, p. 151]. This

form of an interview follows an interview schedule with predetermined

topics and questions. However, as Coughlan explains, “the flexibility of

the semi-standardized interview allows the interviewer to pursue a series

of less questioning and also permits the exploration of spontaneous issues

raised by the interviewee to be explored.” [17, p. 310].

The reasoning for selecting the semi-structured approach is two-fold.

First, structured interviews are considered too strict, which removes the

“flexibility of the interviewer in terms of being able to interrupt, and the

interviewee to elaborate, is restricted” [7, p. 151]. They are akin to a

questionnaires survey, whereby there are no deviations from the sequence

of questions. While the interview is structured in the sense that there

are a set of predefined questions, and the interviewee is asked to discuss

each of the security requirements in sequence, the questions themselves

are broad, and the participant is allowed to take the discussion to hitherto

unthought-of places. The depth of the responses is highly dependent on

the participant’s familiarity with the topic. Due to this fact, it is not a

requirement that all questions about a particular control are answered.
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4.3.2 Auditing methods

This section outlines the methods used during the auditing process. Data

collection in this thesis comes in three phases. The ability to be able to

proceed to the next phase was dependent on the completion of the previous

phase. The three phases of data collection can be described as follows:

1. Applicability. In the first phase, security controls applicable to the

DHIS2 platform from ASVS are identified and checked as either

applicable or non-applicable.

2. Scoring. The second phase consists of scoring the applicable security

controls as either pass or fail.

3. Ranking. The final phase is to rank and discuss the importance of

each failed control.

The first two phases are part of the ASVS auditing process. The third phase

was added to better address the second objective of this thesis. By having

the participants rank the importance of the failed controls, this thesis is able

to reflect on the relevance of ASVS controls and ASVS in general.

All phases share similarities in how the participants were chosen and

how the interviews were conducted. The following sections describe the

similarities, including a brief overview of the participants, tools used for

data gathering, and the procedure.

4.3.3 Tools used for data collection

ASVS contains 286 security controls spread across 14 chapters. To present

the list in an easily readable and available manner, an excel spreadsheet

was utilized, downloaded directly from OWASP’s official ASVS website.

This spreadsheet had each control categorized into one of the 14 sections,

and gives three columns for each level, with a x indicated whether given

control is applicable to level 1, level 2 or level 3. For each phase, this

spreadsheet was forked and modified with new columns to gather new
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data, and each modification was in turn duplicated for every participant.

Each of these files was kept on a personal Google Drive account.

Figure 4.1: Original ASVS spreadsheet by OWASP

4.3.4 Participant selection

The goal with selecting participants is to do “purposeful sampling” [7,

p. 152], i.e. pick people at DHIS2 with different areas of expertise that

can provide different viewpoints for the assessment. For example, one

participant in this study is a backend developer, while another helps

with implementation. Whereas the former might evaluate a security

control form a technical point of view, the latter might look at it from

the imlementor’s point of view. The goal was to get as many people

involved as possible, but this was not a priority. Nor was it necessarily

required. Alsaawi argues that having several people involved is good, but

that you should be careful of saturation, wherein “the interviewer begins to

hear the same information he/she has already obtained from the previous

interviews” [7, p. 152]. The DHIS2 team is relatively small, with few people

who have a technical overview of the entire system. For example, there
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are presently two backend tech leads. The remaining backend developers

mainly work on specific modules, and therefore might lack the same level

of knowledge of the entire system to be able to contribute to the audit.

In total 5 people participated in this project, all of whom are either a part of

the DHIS2 development team or part of HISP, all with different roles within

the organization. Not all participated in each phase of the project, but for

every phase, there were always at least two participants. The following is

an overview of the five participants.

Participant 1. Participant number 1 is a backend developer. Having joined

the company in 2015 on a part-time basis, he is now one of the two backend

tech leads.

Participant 2. Number 2 has worked as a frontend tech lead and product

manager for the platform’s web app development since 2017.

Participant 3. The third participant joined the DHIS2 core team in late 2019

as a software security engineer, whose job is to oversee the entire security

framework of the platform.

Participant 4. The fourth participant is responsible for quality assurance for

new releases of DHIS, and has been with the company for approximately

two years. In this text, this participant is commonly referred to as the

release manager.

Participant 5. The last participant is a senior implementation engineer

and was part of the group who proposed this project. This person works

directly with implementation and helps set up new instances of DHIS2,

and has a good overview of the challenges with security in DHIS2 at the

implementation level. In this text, this person will be referred to as the

implementor or implementation engineer.
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4.3.5 Approach to interviews

The interview approach differed for each phase and with each participant,

but there were also similarities, which this section will highlight. First,

each participant was given a clean copy of an ASVS spreadsheet. During

the interview, the interviewer would sit down with the interviewee and

go through all of the 286 controls on the list. In a couple cases, this was

also done through a video call. What is meant by clean copy is that the

participants were not aware of each other’s answers. This was done for two

reasons. The first is so a participant would not be influenced by another

participant’s answer, and the second was to gather an alternative opinion

and point of view on an already checked and/or unchecked control. Given

that group sessions was not an option, it was important to gather each set of

data in isolation. However, the results from one session were occasionally

used during another session to gather more data on specific controls. For

example, if one participant was unsure about a control’s applicability or

pass/fail status, or a particular comment was unclear, then an effort was

made on the interviewers part to draw the interviewees attention towards

that control.

Second, during each interview, the participant would either write down

their opinion directly in the spreadsheet themselves, or the interviewee

would. Simple note-taking is generally not ideal, due to the large amount

of data that can come from an interview [7]. However, that which was

written down was often a summarization of participant’s words and not

a direct transcription of every word spoken. Recording audio, while also

registering which of the 286 controls the participant was currently looking

at, would have been problematic and could possibly have prolonged

the interview. Their spoken word was written down and refined in the

moment.

When needed, an email was sent to a participant asking to clarify or

elaborate their opinion on a particular control.
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4.4 Approach to the Applicability Phase

The first phase of this project is to establish which ASVS security require-

ments apply to the DHIS2 platform. The spreadsheet will differentiate

between four different states of applicability and non-applicability.

• Software. The first state are controls that are directly applicable to

and can only be addressed by the DHIS2 development team.

• Implementation. The second state concerns controls that target

security aspects outside of the development team’s control, such as

server setup, firewalls, and configuration. The responsibility for

securing these controls lies with the implementors.

• Semi-applicable. This revolves around controls that apply both to

the development team and the implementors.

• Non-applicable. The last state are controls that do not apply to

DHIS2, either due to irrelevant functionality or other causes.

While controls that are implementation only are technically non-applicable

- and the results chapter will list them as such, it was important to register

the cause for why they are not applicable. The interesting context of DHIS2

is the difference between software and implementation, which separates

DHIS2 from other software products.

4.4.1 The checklist

The original ASVS spreadsheet was forked and modified to include

additional columns, as seen in figure 4.2. First is an Applicable column,

used to register a control as applicable to software and the responsibility of

the development team. Second is a column for comments. And the third is

to register a control as applicable to Implementation, either exclusively or in

combination with software.
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Figure 4.2: ASVS applicability spreadsheet

4.4.2 The procedure

Four people participated in this phase of the project. The following

paragraphs describe the process for each participant.

Implementation engineer. The participant lives in the United Kingdom,

and the interviews were therefore done through video calls. Due to time

limitations, all but the last two chapters of ASVS were covered.

Release manager. This interview took place at UiO. Here, approximately

half the controls were covered.

Frontend developer. This interview took place at UiO. All comments were

written by the participant during the interview.

Backend developer. This session occurred simultaneously with the scoring

phase, since contact with the participant was not established until after

the first phase had been completed. During this session, several controls

skipped over by the previous participants were looked over.

4.4.3 Combining the data

The data from the participants was copied into a single document that lists

their responses side-by-side for comparison. Then, a set of criteria was
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applied to combine the responses and create a single column of applicable

requirements that can be used in the next phase. An example of this is

shown in figure 4.3. The frontend developer, for example, selected 242

controls as applicable out of 286.

Figure 4.3: ASVS applicably spreadsheets combined

The following is the criteria by which the collected checkboxes were

evaluated:

• A control remains checked if all participants have checked it.

• A control remains checked if three of the four participants have

checked it.

• A control remains checked if two of the four participants have

checked it.

For example, in figure 4.3, 3 of 4 participants selected control 1.1.1 as

applicable. Therefore, the control is checked in the rightmost column.

For all these criteria, there are exceptions. A comment may be provided that

tips the scale in one direction or another. For example, a control wherein

only one participant checked it as applicable is checked as applicable in the

final list only if a good argument was provided. Ideally, the interviewer,

whose knowledge of DHIS2 is that of an outside party, should not be the

one to evaluate the strength of the argument. In a few instances, however,

strength of the argument could not be ignored and the comment was taken
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into consideration. Where comments and opinions differed, and there was

no clear resolution, the control was checked, to be re-evaluated in the next

phase. The same set of criteria was applied on the implementation column.

4.5 Approach to the Scoring Phase

The second phase of this project is to score the applicable controls from the

previous phase, as either pass or fail. While controls for all three levels of

ASVS will be graded, the primary goal is to establish a benchmark against

the first level.

4.5.1 The checklist

The applicable results from the previous phase were copied into a new

spreadsheet and new columns were added. A pass column was added

to register when a control passed, and an uknown column was used to

register when a participant did not have an answer. This is show in figure

4.4.

Figure 4.4: ASVS scoring spreadsheet
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4.5.2 The procedure

Three people participated in this phase of the project. The discussion

around each control was kept open, though a few guidelines were

given before the interviews began. In particular, the participants were

encouraged to comment on the failed controls. For both the frontend and

backend developer, the interview sessions took place at their offices at UiO.

The third participant, the security engineer, was initially only approached

to contribute to the third phase of the project. However, several controls

had been left unresolved from the second phase due to conflicting answers.

The security engineer offered to provide a third opinion on these controls.

The participant was given full editing rights to a copy of the results, and

scored them at his own time.

4.5.3 Combining the data

The data from the participants was copied into a single document that lists

their responses side-by-side for comparison. Then, a set of criteria was

applied to combine the responses and create a single column, to set the

controls in one of four states: pass, fail, unknown, or conflict. An example

of which is shown in figure 4.5, where the first three columns belong to the

participants, and the rightmost column is the combined result.

Figure 4.5: ASVS scoring spreadsheets combined

The following is the criteria by which the checkboxes were evaluated:
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• A control is passed (green) if two out of three participants passed it.

• A control is passed (green) if checked by at least one participant and

skipped by the rest.

• A control is marked as a conflict (yellow) if the responses differ.

• A control is marked as unknown (pink) if all participants skipped the

control.

• A control is marked as failed (red) if failed by majority.

Unlike in the previous phase, no attempt was made by the author to resolve

the conflicts by evaluating the comments given by the participants. The

final results should stand as they are, a reflection of the agreements and

disagreements between the participants.

4.6 Approach to the Ranking Phase

In the third and final phase of this project, we rank the severity and

importance of the failed controls from the previous phase. This phase is

not part of the official audit process. Rather, the purpose of this phase

is primarily to gather data on the relevance of ASVS controls. The idea

is to replicate a process or discussion that could occur after an audit is

completed where the participants deliberate and prioritize which issues are

most critical to fix. All controls that are unequivocally failed are evaluated

here, regardless of level.

4.6.1 The checklist

The aggregated spreadsheet from the previous phase was copied and a new

column added for comments.
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Figure 4.6: ASVS ranking spreadsheet

4.6.2 The procedure

Two participants were involved in this phase of the project: the frontend

developer and the security engineer. Both interviews occurred in early

December 2019, through a video call with the security engineer, and at UiO

with the frontend developer. For each failed control, the participants were

encouraged to answer these three questions:

• How important is this requirement? If so, why?

• Has DHIS2 experience and/or is experiencing any issues related to

this control?

• Are there any challenges to implementing this control?

The participants were also asked to give a control a rank from a scale of 1

to 5, where 5 is high and 1 is low. The qualitative data would give insight

into what the participants think is most important to fix and not to fix,

whereas the scales would be used to get an overview of the number of

critical and non-critical controls. A scale of a 1-5 range was selected due to

its simplicity, which is particularly useful to get concise and direct answers

that do not require interpretation or deep analysis.
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4.7 Data analysis

The data analysis will be used as a means to make sense of the audit results.

In analyzing the data, the first and partially the second research question is

answered. To address the first objective, the quantitative results from the

scoring phase are merged, and a final verdict is given on DHIS2’s coverage

against ASVS.

To answer the second research question, all three phases will need to

be analyzed to find patterns and themes in both the quantitative and

qualitative results. For example, controls will be categorized based on

responses. A control relevant to implementation due to regulatory reasons,

is marked to one category, and a control relevant to implementation due

to configuration, is marked to another category. This separation allows us

to discover controls/vulnerabilities of similar types that can be addressed

through similar measures.

4.8 Reflections

4.8.1 Discussion between participants

For the interviews, the decision was made not to let the participants see

each other’s answers. The benefit this approach yielded the project is

that each participant was given the opportunity to provide an alternative

opinion or background information on a given control. The concern with

letting the participants see each other’s contributions was that they would

be less encouraged to elaborate or provide an alternative argument if

already covered by someone else.

Had the participants been able to view their predecessors’ answers, this

would result in a different set of data, one in which the participants would

be given a chance to weigh in on the previous answers, and possibly

explain why they are wrong. By reading the previous responses, the
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participants would also have the opportunity to discover an angle they

had not considered. In the selected approach, this is not possible, and for

this reason, the interviewer has to evaluate comments that contradict one

another.

However, this alternate approach is still not ideal. The last participant

always has the last say, and could, in theory, be wrong in their stance. In

these situations, the interviewer would still need to evaluate the comments,

both the last and the ones that came before. The previous participants

are also unable to give a rebuttal. For these reasons, the data in this

approach, while does form more of a discussion, is not necessarily more

correct. Would this alternative approach have resulted in fewer conflicting

opinions? This is difficult to determine without repeating the study.

4.8.2 Ethical considerations

“Sensitive information is data that must be protected for the privacy or

security of an individual, group, or organization” [58]. There was concern

that releasing this thesis could potentially disclose damaging security

vulnerabilities in DHIS2. Disclosing such information, and if exploited

by an attacker, could result in damage to the organization, DHIS2, and

indirectly to the health and personal information stored within. Before the

publication of this thesis, the data was looked over by DHIS2’s security

engineer and the content cleared for publication. The verdict was that

the majority of information on vulnerabilities is abstract, and while may

provide hints, the attacker will still need to do a lot of work to exploit the

vulnerabilities found in this audit.

51



52



Chapter 5

Results

The results presented in this chapter were generated from conducting the

three phases of data gathering, as described in previous chapter. Due to the

size of the spreadsheets, this chapter will present an abridged, summarized

version of the results. The results in full can be found in Appendix A,

Appendix B, and Appendix C.

The first two phases are presented in section 5.1. In presenting the results,

the first two phases will answer the first research question of this thesis:

How does DHIS2’s security compare against ASVS?

The full context and meaning of the results will be given in the next chapter.

Here, the results will be presented quantitatively and qualitatively, giving

the statistical results from the audit, as well as highlighting discovered

patterns and themes in the answers gathered through the interviews. First

will be given an overview of the results from the entire audit, followed

by a deeper dive into a select few ASVS categories. These sections will

highlight four types of themes: 1) applicable controls; 2) non-applicable

controls; 3) controls applicable both to software and implementation; 4)

and disagreements between the participants. The results from the third

phase are then presented in section 5.2.
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5.1 Part 1: Security audit results

5.1.1 Applicability

The following is an overview of the results from the applicability sessions,

as show in table 5.1. The full results from this phase can be found in

Appendix A.

• Applicable. 258 out of 286 ASVS controls are applicable to the DHIS2

development team.

• Semi-applicable. 69 of the 258 apply to software and implementation

both. These are controls that have to be implemented both by the

DHIS2 development team and by the local implementors.

• Non-applicable. 28 controls from ASVS are non-applicable. 16 of

these concern implementation and 12 functionality that DHIS2 does

not have.

Table 5.1: Results from the applicability phase

5.1.2 Scoring

Table 5.2 shows the results from the scoring phase. The color-coding in the

table reflects the colors assigned to the four states a control could be in:

passed (green), fail (red), conflict (yellow) and unknown (pink). The full

results from this phase can be found in Appendix B.

• Passed. 174 of the 258 applicable controls were assessed as pass. This

equals to approximately 67% of all controls.
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• Fail. 50 controls were assessed as fail. This equals to approximately

19% of all controls.

• Conflict. 5 controls had conflicting answers from the participants.

• Unknown. No one could give a definite score to 29 of the controls

Table 5.2: Results from the scoring phase

As the last two points illustrate, the results in this phase are inconclusive.

Scoring by level

One goal of the assessment was to see how DHIS2 compares against the

first level of ASVS, labeled by OWASP as the "bare minimum that all

applications should strive for" [9, p. 10]. Achieving this level (and higher

levels) is important to DHIS2 given its status as a health information

management platform. Table 5.3 gives an overview of the results in each

level.

For the first level, 92 out of 128 applicable controls are a pass, approxim-

ately 71% of all controls. The remaining controls are either fail or unre-

solved. The percentage number is 62 and 53 for the second and third level

respectively.

Table 5.3: Results from the scoring phase by level
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5.1.3 ASVS V1: Architecture, Design and Threat Modeling

This chapter covers all things related to secure software development,

including many aspects of secure architecture: integrity, availability, non-

repudiation, confidentiality, and privacy. Spanning 14 subcategories,

covering the architectural requirements of each of the base ASVS sections,

this chapter is the only section with level 2 and above requirements.

Table 5.4: Results from ASVS section V1

Applicability

As table 5.4 shows, 37 of the 42 controls in this section are applicable

to DHIS2. The remaining 5 apply to implementation only, one example

of which is control 1.2.1, describing the testing of “unique or special

low-privilege operating system accounts for all application components,

services, and servers”. This control, like many others, is only relevant for

someone who is hosting the platform, as affirmed by all participants. The

remaining 4 are similarly unchecked, dealing with firewalls, proxies and

policies, all implementor responsibility.

Of the 37 applicable to software, 17 are also partly applicable to imple-

mentation. Control 1.7.1, concerning data and activity logging, is one such

example. The frontend developer writes: “for DHIS2 this is applicable for

the core team, for surrounding software such as Nginx (webserver), the im-

plementor is responsible”. In other words, most things logging-related on

the server-side are an implementation responsibility, who themselves need

to analyze the data.

An occurrence of disagreement was with control 1.8.1, dealing with

the identification and classification of data into protection levels. The

implementor left is unchecked, arguing that the local governments classify
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the data, not the developers. Though left unchecked, the implementor also

added that it is up to the developers to allow the application to classify

data, an opinion seconded by the frontend developer, who, in contrast,

checked it as applicable.

A correct configuration of DHIS2 is important to ensure that the platform

is secure. A control applicable to implementation in this context is 1.12.2,

which states: “Verify that user-uploaded files are stored outside of the web

root”. According to the release manager, this is configurable, and data can

be configured to be stored inside the web root. An attacker or even a local

user can then willingly or unwillingly upload a malicious file onto their

DHIS2 instance.

Scoring

In the scoring phase, 23 controls passed, 11 failed, and 2 are unresolved.

A control of interest is 1.14.6, which illustrates the point of needing to

consult with different people with different areas of expertise. The control,

dealing with the use of unsupported, insecure or deprecated technologies

such as Flash (among the many listed), was checked as pass by the frontend

developer. The backend developer, on the other hand, failed it, stating that

DHIS2 currently uses other client technology that they know to be insecure.

However, the control was still marked as a yellow, due to the conflicting

scores.

5.1.4 ASVS V2: Authentication

“Authentication is the act of establishing, or confirming, someone [or

something] as authentic and that claims made by a person or about a device

are correct, resistant to impersonation, and prevent recovery or interception

of passwords” [9, p. 20].
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Table 5.5: Results from ASVS section V2

Applicability

Table 5.5 shows that 44 out of 57 controls in this section are applicable

to DHIS2. The remaining 13 requirements either address functionality

that DHIS2 does not have or concern implementation. With the latter,

an example is with control 2.2.6 on the use of one-time passwords (OTP),

lookup codes or cryptographic authenticators for replay resistance. These

services, according to all participants, are not provided by DHIS2, with

the backend developer noting that they use another form of protection.

The question here is whether the alternative method is good enough or

is better than the solution proposed by ASVS. Although the control was

marked as an implementation issue by all but one of the participants, it is

not immediately clear why it is an implementor responsibility.

A selection of the 44 applicable controls are semi-applicable to implement-

ation. For example, control 2.10.1, on the safe storage of secrets and creden-

tials, was marked by two participants as applicable to software only. The

frontend developer, however, argued that while the “DHIS2 core team is

responsible for not putting credentials in the source code”, it is also the im-

plementor’s responsibility for storing information securely on the server.

Another example is control 2.5.4, which concerns the removal of default

accounts from production, such as "root" or "admin". The release man-

ager noted that there is a built-in admin account when the system is boot-

strapped, used to create other accounts, that has to be disabled by the im-

plementors. The implementation engineer added that the implementors

often do not disable it and leave it present.
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Scoring

In the scoring phase, 27 controls passed, 9 failed, and 8 are unresolved.

Initially, the unresolved number was higher. The security engineer was

brought on board to resolve as many conflicts as possible. One such

issue now resolved as fail is control 2.4.4, dealing with password hashing

function bcrypt for which “the work factor SHOULD be as large as

verification server performance will also, typically at 13”. The work factor,

according to the security engineer, is currently set to 10, and it cannot be

reconfigured by the implementors. This illustrates the need for a varied

pool of opinions and expertise.

Control 2.1.1 brings up the issue of configuration. The control asks to

verify that user passwords are at least 12 characters in length. The control

was failed by the frontend developer. The backend developer, on the

other hand, passed it, arguing that passwords can be configured to be 12

characters long. A possible question that could be raised is whether or not

the implementors should be able to configure a password to be shorter than

12 characters long. It is unclear to me if any password-length restrictions

are present.

5.1.5 ASVS V3: Session Management

This ASVS chapter concerns web-based applications and stateful API’s,

and the mechanisms by which they control and maintain the state of a user

or a device. The technique used today are session tokens, unique to each

individual and ideally not guessable.

Table 5.6: Results from ASVS section V3
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Applicability & scoring

In this chapter, 19 of 20 controls are applicable to DHIS2, 11 of which

pass and 4 fail. The single non-applicable control was 5.3.5, which states:

“Verify that stateless session tokens use digital signatures, encryption, and

other countermeasures to protect against tampering, enveloping, replay,

null cipher, and key substitution attacks”. Two participants marked is as

non-applicable, and two marked is as applicable. The frontend developer

expressed that while it is not applicable right now, stateless session cookies

are being worked on. Due to this argument, the deadlock was tipped

towards non-applicable. Interestingly, the language in this control assumes

that stateless session tokens are already in place. Based on these semantics,

the control is not applicable if stateless cookies are not used. Nonetheless,

work on stateless session cookies was already in progress with the DHIS2

development team, and for this reason, it can be argued that the control

should have been applicable.

5.1.6 ASVS V4: Access Control

“Authorization is the concept of allowing access to resources only to those

permitted to use them” [9, p. 33]. This ASVS chapter ensures that access

is granted to persons with valid credentials and that users are associated

with a defined set of roles or privileges.

Table 5.7: Results from ASVS section V4

Applicability & scoring

In this ASVS category, all 10 controls are applicable, and 2 controls fail.

Here we explore a control applicable to software and scored as fail by all
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participants: 4.2.2. This control aims to ensure that “the application or

framework enforces a strong anti-CSRF mechanism to protect authentic-

ated functionality, and effective anti-automation or anti-CSRF protects un-

authenticated functionality”. First, some background. OWASP describes

CSRF as a “attack that forces the end-user to execute unwanted actions on

a web application in which they’re currently authenticated” [18]. When the

browser requests a resource from a website, it creates a cookie that stores

the user’s session information. When the user sends a request to the server,

the browser will automatically include the cookie for authentication. An

example attack scenario is one where the victim is logged in to a bank, and

the attacker exploits this by sending a hyperlink in an email with a request

for a transfer of money to the attacker’s bank account. Because the cookie

is included in the request, the transaction goes through.

One solution is to set the SameSite flag in the cookie. To summarize

the fix, setting this flag ensures that the cookie is ignored for POST

based CSRF attacks, meaning, the attacker’s hyperlinks will be ignored

[33]. This specific CSRF-fix is addressed in control 3.4.3, with half the

participants checking it as an implementor responsibility also. Setting the

SameSite attribute, according to the implementor, is a controversial topic

amongst the DHIS2 team. Presently, strong anti-CSRF mechanisms are not

implemented, mainly due to legacy reasons and how the API is used, and

the SameSite attribute is therefore set by the implementors (with guidance

provided by HISP).

This issue is elaborated on and its implications discussed in section 6.3.2.

5.1.7 ASVS V8: Data Protection

There are three key elements to data protection: confidentiality, integrity

and availability (CIA). This ASVS chapter addresses the CIA, seeking to

ensure that data is protected from unauthorized disclosures, that data is

protected from unauthorized altering or deletion, and that data is available
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to authorized users.

Table 5.8: Results from ASVS section V8

Applicability & scoring

In this chapter, 13 out of 17 controls were selected as applicable, with 7 that

pass and 4 that fail. Here two prominent examples will be showcased. The

first is 8.3.4, an example of an implementation-only control. The control’s

description states: “Verify that all sensitive data created and processed by

the application has been identified, and ensure that a policy is in place on

how to deal with the sensitive data”. As the frontend developer writes,

policy is set by the district, ministry, country et cetera. In other words,

while DHIS2 can allow for the classification of data, how the data is dealt

with is entirely up to the implementors. The same is true for controls 8.1.1

and 8.2.2 also.

Control 8.3.2 is the second example. The control description states: “Verify

that users have a method to remove or export their data on demand”. To

reiterate, DHIS2 stores two types of data: aggregated and patient data.

Though the control is applicable, the frontend developer writes that there

is a difference between exporting aggregated data and patient data, though

does not elaborate further. During the scoring phase, the same participant

gave the control a fail. The backend developer, on the other hand, gave it a

pass, explaining that the user can export all their data on demand. Whether

or not the participant considered the "aggregated" angle is unclear.

5.1.8 ASVS V10: Malicious Code

“Finding malicious code is proof of the negative, which is impossible to

completely validate” [9, p. 50]. This ASVS chapter tackles many attacker-
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centric requirements, such as handling malicious activity.

Table 5.9: Results from ASVS section V10

Applicability & scoring

As seen in table 5.9, all 10 controls are applicable, 7 of which pass and

3 fail. One control of interest here is 10.3.1, which states: “Verify that

if the application has a client or server auto-update feature, updates

should be obtained over secure channels and digitally signed”. During

the applicability phase, the implementor said that when the DHIS2 file

is downloaded, there is no hash code present to verify the validity of

the package. However, it is unclear if this is true for updates as well.

During the scoring phase - which the implementor did not participate

in, the backend developer scored the control as a pass. This raises the

issue of whether the control was properly scored. Security requirements

unaddressed can result in severe consequences if the vulnerability is left

unpatched and then exploited by an attacker.

5.1.9 ASVS V12: File and Resources

This ASVS chapter seeks to ensure that untrusted files are handled

accordingly and securely, such as stored outside the web root and with

limited permissions.

Table 5.10: Results from ASVS section V12
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Applicability & scoring

As seen in table 5.10, all controls are applicable, with 10 that pass and 5

that fail. Control 12.3.6 is an example of conflicting point of views. The

control description states: “Verify that the application does not include and

execute functionality from untrusted sources, such as unverified content

distribution networks, JavaScript libraries, node npm libraries, or server-

side DLLs”. The frontend developer checked it as fail, though also noting

that they attempt to code review libraries they rely on. This can be a

difficult and time consuming task, and developers must consider risk

versus probability. For these reasons, both the backend developer and

security engineer on the other hand gave it a pass.

5.1.10 ASVS V14: Configuration

The aim of this chapter, per ASVS’ description, is to create “secure,

repeatable, automatable building environment” and “secure-by-default

configuration, such that administrators and users have to weaken the

default security posture” [9, p. 60].

Table 5.11: Results from ASVS section V14

Applicability

Out of 25 controls in this category, 23 are applicable. In this ASVS

chapter, only one control applies both to software and implementation.

Control 14.5.3 asks to “verify that the cross-domain resource sharing

(CORS) Access-Control-Allow-Origin header uses a strict whitelist of

trusted domains to match against and does not support the "null" origin”.

Both the frontend- and backend developer noted that the CORS whitelist
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is controlled by the implementors or system administrator. This control is

applicable to software also because the main functionality, and the check

against the "null" origin, needs to be build by the core development team.

Scoring

In this phase, 16 controls are a pass, 4 fail, and a further 3 are unresolved.

One control of interest is applicable both to software and implementation.

This control, 14.3.2, concerns the use of a debug mode, used during devel-

opment to display relevant information during the software’s execution.

If left on during production, it can reveal sensitive information, such as

developer secrets and security disclosures, e.g. whatever the developer

puts there. While the control was evaluated to a pass, the implementor ex-

pressed concern during the applicability phase, given that the implement-

ors can turn on the debug operation in their local implementations. Though

not activated by default, the implementors still need to be given guidance

on what to do and not to do.

5.1.11 Updated scoring

In early April 2020, the security engineer asked to give a status update on

the failed controls. Since our last conversation in early December, many

vulnerabilities had been fixed or are in the process of being addressed.

This section will present these results. However, the original audit results

still stand and will be the focus of the coming discussions. The purpose of

presenting the updated results here is to show the improvement that can

be made in a relatively small amount of time. The full spreadsheet for this

result can be seen in Appendix B, section B.1.

Table 5.12 summarizes the new results. The number of controls that passed

went from 174 to 189, and the number of controls that failed went from

50 down to 35. Furthermore, an additional 8 controls are in the process of

being fixed and should be available in the next DHIS2 release. This also
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Table 5.12: Updated results from the scoring phase

means that for level 1 of ASVS, the number of failed controls is now 14,

down from 19. For the next release, the number will be 11.

An example of a planned functionality is control 2.1.7. The control deals

with checking a user-entered password against a list of the most common

passwords. This check can be against a list of one thousand or ten thousand

of the most common passwords. This control is presently a fail, but the

functionality should be coming soon.

5.2 Part 2: Ranking results

In this phase, the severity and importance of the failed controls was ranked.

However, only a subset was ranked, 39 out of 50, due to there originally

being a greater number of controls with conflicting results. These were

later resolved by the security engineer, many as pass, most as fail, but this

occurred after this phase had been completed.

First, the results are presented statistically, giving an overall overview

of the results from each participant. Then, examples are hand-picked to

illustrate instances of agreements and disagreements, and the implications

of this.

5.2.1 Statistical results

Each ranked control was given a score from 1 to 5. Tables 5.13 and

5.14 show the security engineer and front-end developer’s distribution

of controls across these five rankings. As seen in table 5.13, the security

engineer gave the majority of controls a rank 4. The frontend developer, on
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the other hand, ranked the majority of issues as rank 3.

Table 5.13: Phase 3 results from the security engineer

Both participants placed the majority of controls in rank 3 and above.

How each control is ranked is dependent on the participants’ view and

knowledge of the issue. As the next section illustrates, the results for

several controls varied significantly.

Table 5.14: Phase 3 results from the frontend developer

5.2.2 Critical and non-critical controls

The key takeaway from the previous section is that there were a lot of dif-

ferences in the rankings given by the participants. This section highlights

three sets of examples: critical controls in which both participants agreed,

non-critical controls in which both participants agree, and controls with

radically different rankings.

Critical controls

Two instances where both participants gave a control a rank 5 was with

controls 1.1.1 and 1.2.3, both in the Architecture chapter of ASVS. The first

example is on the use of a secure software development life cycle, such

that “security is addressed in all stages of development”. The frontend

developer looked at the entirety of the process, writing that he considers

“security a process more than an end state”. The security engineer focused

on one particular activity in software development: code commitment.
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Like many other open-source projects, the DHIS2 codebase is located in a

(public available) Github repository. When a developer is ready to integrate

their changes with the central repository, they commit their changes and

can then choose to either push the changes directly or, create a pull

request in which their work is peer-reviewed. The concern expressed by

the engineer is an attacker gaining access to an account and committing

malicious code to the DHIS2 repo. However, this is a general concern

with all software that utilize such a service. In an email correspondence,

the security engineer provided more details. No commit is merged into

master without approval from at least two reviewers. Furthermore, many

developers sign their commits with a digital signature, thus verifying the

validity of the source. According to Github’s help page, it is possible to set

a "branch" as a protected resource and block all non-verified commits. It is

unclear to me if that is the case with DHIS2.

The other control, 1.2.3, is described in ASVS as such: “Verify that the

application uses a single vetted authentication mechanism that is known

to be secure, can be extended to include strong authentication and has

sufficient logging and monitoring to detect account abuse or breaches”.

The frontend developer stressed the severity of this vulnerability, writing

that “it is only a matter of time until the first breach happens as a result

of this [vulnerability]”. The security engineer expressed that the control is

broad in its description, and could be broken into smaller pieces. The basics

of logging and monitoring, though not perfect, are in place. For example,

the user is unable to do an unlimited number of password recoveries, thus

limiting "account abuse".

With the April 2020 update, both controls are scored as pass by the security

engineer. For 1.1.1, the security engineer expressed that for an open-

source system, the development cycle is good enough, and on 2.2.3, a lot

of improvements had been done in the last six months: DHIS2 now uses

an industry-standard authentication system, like password algorithms and

2-factor authentication, and there have been improvements in logging and
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monitoring as well.

Non-critical

Two instances where both participants gave a control a rank 1/2 are with

controls 2.1.8 and 2.1.12. On the first, the control deals with the use of

a password strength meter when setting or updating a password. Both

participants expressed that while this feature is helpful for the user, it does

not necessarily improve security. The second control also concerns the

user experience, allowing the user to “temporarily view the entire masked

password, or temporarily view the last typed character of the password on

platforms that do not have this as native functionality”. Both again agreed

that this is a user interface concern, and not of the highest priority from a

security standpoint.

Conflicting results

Two instances where the two participants gave vastly different rankings

to controls occur with 4.3.1 and 12.4.2. The first control aims to test that

“administrative interfaces use appropriate multi-factor authentication to

prevent unauthorized use”. This control was given a rank 2 by the security

engineer, arguing that while two-factor is enabled, it is not enforced,

because 2FA is more of a UI decision, rather than a technical one. The

same control was given a rank 5 by the frontend developer, who remarked

that DHIS2 is particularly vulnerable to it if the aforementioned CSRF

vulnerability is not corrected (also ranked 5 by the participant).

The second control deals with ensuring that files obtained from untrusted

sources are scanned and blocked if malicious. DHIS2 can be extended with

additional applications developed by third-parties, and this is where the

security engineer chose to focus on. Discovering a malicious application

is difficult unless strict guidelines and measures are put in place. Apple,

for instance, reviews every application before it is allowed on the App

69



Store [38]. For DHIS2, this is significantly harder to do. The frontend

developer took a different approach, emphasizing that the implementors

are themselves in charge of ensuring that no malicious application is

uploaded onto their DHIS2 instance. The control was therefore given a

rank 1.

70



Chapter 6

Discussion and analysis

In this chapter, I will first give a summary of the results from the audit,

and then discuss their implications. This discussion is accomplished by

comparing the results against what is expected from an HMIS, presented

in section 6.2. Then I turn to the second objective of this thesis, to analyze

the auditing process and the results to answer this research question:

What are the benefits and challenges of using ASVS to assess DHIS2’s

security?

First, section 6.3 leverages the results from the audit by giving possible

suggestions for addressing the discovered shortcomings. Then, by

combining the results with the supporting literature, this thesis can broadly

explore both the relevance of an ASVS audit and standards in general. This

topic is presented in section 6.4. This is followed by a reflection on the

challenges and limitations of the project in section 6.5. Finally, section 6.6

reflects on the conducted research.

6.1 Summary of the results

Chapter 5 presented the results from the audit. 258 out of 286 ASVS

controls were applicable to DHIS2, either in part or semi-applicable to
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implementation also. 178 out of those 258 were assessed as pass, whereas

50 controls failed (as seen in table 6.1). The main focus of this chapter

will be on the failed controls, discussing what they tell us about DHIS2’s

security and how to address these shortcomings.

Table 6.1: Failed ASVS controls

Note that while 12 of the 50 controls that failed also concern implementa-

tion, they do not necessarily fail on the implementation side – or vise-versa.

This distinction in the results is difficult to make due to insufficient data -

with the exception of a few controls that were commented on by the par-

ticipant. Nonetheless, for the purpose of the discussion, these "exception"

controls are sufficient to be able to draw examples from.

6.1.1 Factors in applicability

The non-applicability of ASVS controls was due to two reasons. The

first are requirements that target services and components DHIS2 does

not have. And the second leading factor was requirements applicable

to implementation, either in part or wholly. Within the implementation

category, four unique factors were identified.

• Implementation due to local laws. DHIS2 is used in many countries

and contexts. Therefore, controls that deal with configuring DHIS2

to suit local laws and regulations to satisfy the different requirements

on different districts are implementor responsibility.

• Implementation due to configuration. Several security features have

to be configured and activated by the implementors.

• Implementation due to sensitive data classification. The developers

do not know what is sensitive in each context DHIS2 is used in.
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The core team can provide the functionality to classify data, but

the ultimate responsibility to classify data correctly falls on the

implementors.

• Implementation due to web-server setup. Several controls concern

the web-server and the application of firewalls, proxies and the like

to secure the hosted platform and the data server. This also includes

logging and analyzing the data.

The coming sections will discuss how to address some of these categories.

6.2 DHIS2 and the expectations of security in an

HMIS

High-tier security for an HMIS is critical, as established in section 3.3.1:

Security in an HMIS. The results established a baseline, which we can

utilize to evaluate the strength of DHIS2’s security as compared against

what is expected of general data security and the health sector. This section

examines this, first by looking at the results compared to what ASVS says

and then seeing what inspiration can be taken from the GDPR in building

secure applications.

6.2.1 Auditing results compared to ASVS levels

OWASP describes a level 1 coverage as “bare minimum that all applications

should strive for” [9, p. 10]. For software that handles health information

and personal data, a level 2 coverage is recommended, where “failure

could significantly impact the organization’s operations, and even its

survivability” [9, p. 11]. A level 3 is recommended for applications whose

failure could jeopardize operations or even human life. DHIS2 falls into

the level 2/3 category. As seen in table 6.1, DHIS2 falls short of a level 1

coverage with 19 failed controls, and 27 and 4 failed controls on levels 2

and 3 respectively.
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However, not all security controls are equally important, and it can be

argued that organizations are unlikely to view the results in such black

and white colors. The purpose of adding a third phase to the assessment

process: Ranking, was to register a risk assessment process of a sort, meant

to give insight to how the participants ranked the importance and severity

of each control. As seen in section 5.2, the ranking given to each control

varied. For instance, a small subset of the controls from level 1 concern

the frontend interface, as in the case of two controls: 2.1.8, on the use of

password strength meters, ranked as a level 1 issue by both participants;

and 2.2.3 on allowing the user to temporarily view the masked password

(ranked as a level 2 issue). In a few instances, one participant gave a control

a rank 5, another a rank 1.

With that said, each failed control is an opportunity for the attacker

to penetrate the system and steal or corrupt the data. The majority

of the issues in the ASVS failed list were ranked as level 3 or above.

Vulnerabilities such as the CSRF attack were given a level 5 ranking,

issues the development team have been aware of and are highly vulnerable

against, but have yet to fix.

6.2.2 GDPR as a reference point for DHIS2

At the time when this audit was conducted, DHIS2 had not been used

in Norway before. This changed with the outbreak of COVID-19. As of

May 2020, DHIS2 now is being implemented by municipalities in Norway

to track contact tracing between individuals, and DHIS2 is therefore now

directly subject to GDPR. How HISP and the DHIS2 development team

indents to handle this is immediately unknown to me.

A single control in ASVS makes a direct reference to GDPR: “Verify

that regulated private data is stored encrypted while at rest, such as

personally identifiable information (PII), sensitive personal information,

or data assessed likely to be subject to EU’s GDPR” (6.1.1). Outside the
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EU, DHIS2 is not subject to GDPR. Even before the recent development

in Norway, the control was still selected as applicable, likely due to the

GDPR’s principles and guidelines on handling private data securely. In the

international context, we do not need to be GDPR compliant, and specific

articles of GDPR can only be accomplished at the implementation level, but

developers can still take inspiration from its contents, specifically Article 25

on data privacy by design and data privacy by default (outlined in section 3.5.2)

[10], the purpose of which is to protect the personal data of its citizens. As

outlined in section 3.3.2, several African countries are taking inspiration

from and implementing a similar set of laws as those found in GDPR. By

using the GDPR as a point of reference, the DHIS2 development team can

help ensure that the core software not only takes personal data protection

to heart but is configurable enough to meet the different contexts it is used

in.

6.3 Possible solutions to software and implementa-

tion

The separation between software and implementation is an important

distinction to consider with DHIS2. Due to this, software security must

be approached from two different angles. This section seeks to leverage the

benefits of an ASVS audit and give context to the results, exploring possible

solutions to addressing the discovered vulnerabilities, both from a software

angle and an implementation angle. To this end, this discussion will take

a broad approach, with solutions that address the issues at the root, rather

than for each control.

6.3.1 Solving software related controls

Failed controls that are applicable to software are the responsibility of

the DHIS2 development team. There are multiple, varied approaches to
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addressing them, and the selection(s) depends on the available manpower

and the team’s willingness to invest in sophisticated processes. A relatively

simple, straightforward approach is to raise the security requirements as

tasks and fix the vulnerabilities. However, this is still reactive, rather

than proactive. In the past, “it was common practice to perform security-

related activities only as part of testing” [43]. This meant that security

vulnerabilities were discovered either too late or not at all. The first control

of ASVS recommends the use of a “secure software development lifecycle

that addresses security in all stages of development”. The idea is that by

making security a continuous activity, you make security proactive, rather

than reactive.

This topic brings up the Secure Software Development Lifecycle approach

presented in section 3.1.1. Here the discussion turns to embedding security

into the Agile development method (currently followed by the DHIS2

team), but other development models, such as DevOps [21], are also viable.

Implementing security activities into the SDLC can be categorized into

these three levels [42].

• Every Sprint (Most critical): These are the security activities that

should be repeated in every sprint, such as code analysis, following

secure coding checklists (relevant to control 1.1.7), and threat model-

ing (relevant to control 1.1.2).

• One-time (non-repeating): These activities are performed at the start

of a new project, like risk assessment and analyzing attack surfaces.

• Bucket (all other): These activities are performed regularly, spread

across multiple Sprints, such as random testing, attack surface review,

and dynamic analysis.

A benefit of ASVS is that the requirements are highly testable, and the

controls from the list can be incorporated into several of theses phases,

either during every sprint, every couple of months, or once a year. This

task of embedding security into the SDLC and approaching security with
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a Security by Design mindset might be challenging. In fact, "security" and

"agile-development" have often been referred to as incompatible, due to

the short sprints and iterative deliveries [11]. However, the Agile method

is known to be highly flexible and adaptable [42]. A proposed solution

is to raise issues discovered in the audit as tasks in the product backlog.

This, the OWASP team notes, “helps with prioritization of specific tasks (or

grooming), and makes security visible in the agile process” [9, p. 13].

Security by Design and Default, Data Protection by Design and Default,

all share similarities. All four need not be followed, and the latter two

are only applicable to GDPR-compliant countries. Nonetheless, their core

principles, which stress the importance of having security be a founding

and continuous activity in a software’s life cycle, can be useful to any

organization seeking to become better at security.

6.3.2 Solving implementation related controls

Addressing software on the implementation side comes with a different

set of challenges. First, there is the initial security configuration of a

local DHIS2 instance, which if improperly set up will leave the platform

vulnerable. Secondly, security-related activities must continue throughout

the platform’s lifecycle, in activities such as monitoring and updating to

newer versions of DHIS2. Security at the implementation level is an

ongoing issue, as laid out in section 2.2.6, with poor proxy setup, no

firewalls, and often no monitoring, to name a few. Presently, local HISP

groups provide guidance to address these shortcomings. This section will

reaffirm the importance of the guidance and training that HISP provides.

Also, it will propose security by default - addressing implementation

through software - as a development strategy to ensure that DHIS2 is as

secure as possible by default.

Note that during the scoring phase, only controls applicable to software

and semi-applicable to implementation were scored. Non-applicable
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controls that concerned implementation-only were not scored. The

majority of participants were from the development team, and the intention

was to keep the focus on controls that concerned them the most. The

solutions proposed in this section, however, could, in theory, be applied

to the implementation-only controls also.

Addressing implementation through guidance

According to Sæbø, Adu-Gyamfi and Nielsen, the extent of the expertise

that HISP provides with supporting implementation includes the “training

of users at different levels, system implementation, maintenance, integra-

tion with other systems and software development of extensions and apps”

[6, p. 75]. This section will attempt to give context to this in light of the res-

ults, by selecting examples that could be addressed through guidance.

The first example is control 1.1.5, which asks to “verify definition and se-

curity analysis of the application’s high-level architecture and all connected

remote services”. According to the frontend developer, this is an imple-

mentation issue, but that HISP should “provide clear guidance on what

the sysadmins MUST and MUST NOT do in terms of maintaining a se-

cure system”. A similar sentiment is true with 8.1.4: “Verify the application

can detect and alert on abnormal numbers of requests, such as by IP, user,

total per hour or day, or whatever makes sense application”. This control

is handled at the server level, and it is the responsibility of the system ad-

ministrators to monitor the API traffic, not DHIS2 itself.

During the audit, the participants noted several examples where a bad

configuration could leave DHIS2 vulnerable. For instance, one control

1.12.1, which asks to verify that “user-uploaded files are stored outside of

the web root”, the release manager explained that this feature is configured

by the implementors. The consequence of this is a system administrator

that - unaware of the repercussions - alters the configuration to store files

inside the webroot itself. So, for example, if a user or the attacker then
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uploads a malicious file and that file is stored inside the webroot, the

system could be compromised.

The danger is arguably higher with the next example: control 2.5.4, a

requirement the implementor considers to be an ongoing issue. When an

instance of the DHIS2 platform is initialized, there is a default "admin"

account present. Alternatively, this can be referred as the "root". This

account has higher privileges and is used to create other accounts. After

the bootstrap is completed, the admin should be deleted, but often is not.

It is unclear to me the full scope of what the DHIS2 admin accounts have

access to, in terms of both read and write. In general, the presence of an

admin account is dangerous. OWASP writes that, for a threat agent to

accomplish their goal, they “have to gain access to only a few accounts,

or just one admin account to compromise the system” [2]. Further, it is

essential that software is not shipped or deployed with default credentials,

such as admin/admin for username and password. It is unknown to me

if that is the case with DHIS2. If it is, then the admin user must either be

disabled, or the password has to be changed after the bootstrap and kept

confidential.

DHIS2 supports multi-factor authentication to prevent unauthorized use,

the topic of control 4.3.1, but, according to the release manager, it is

configurable and is not enforced. There are multiple cases like these to

find in ASVS with DHIS2. In these instances, the users and administrators

themselves have to consider usability versus security and decide if it is

worth implementing. These examples underline the importance of good

on-site training and guidance. In a paper on digital health intelligence and

security in HMIS’s, the writers state that “there is an increasing concern that

cloud server in general, and Amazon’s in particular, have vulnerabilities

poorly understood by regulators and users who rely on their security” [12,

p. 16]. As the reach of the internet and DHIS2 expands, particularly in

Africa, these vulnerabilities and many more discovered in the ASVS audit

could be prime targets for an exploitation.
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Addressing implementation through software

The concept of Secure by Default is important to this discussion, and

was originally brought to my attention as a potential remedy by the

implementor during a presentation of DHIS2’s security landscape. As

outlined in section 3.1.2, the philosophy of this approach is to build

software that is secure by default. Of particular interest to DHIS2,

in the context of implementation, is the following principle: “security

should not require extensive configuration to work, and should just

work reliably where implemented” [56]. A few ’by default’ examples

is setting the firewall by default, requiring authentication by default,

enabling encryption by default and setting password complexity by

default. By configuring the software to be secure out-of-the-box, we

lessen the burden on the implementors. Security configuration is the

sixth entry in OWASP’s Top 10 list, addressing issues like “insecure

default configurations, incomplete or ad hoc configurations, open cloud

storage, misconfigured HTTP headers, or verbose error message containing

sensitive information” [48]. Chapter 14 of ASVS is also dedicated to

configuration.

An example of this configuration concern is the failed control 4.2.2 on

Cross-Site Request Forgery, as explained at length in section 5.1.6, an

issue that has been previously raised by external security groups. In short,

the issue arises when an attacker uses the authenticated state of a user to

commit fraudulent transactions. The solution is also addressed in control

3.4.3, whereby setting a SameSite attribute in the cookie prevents this form

of attack [33]. As discussed previously, this control is a point of argument

issue among the HISP developers and implementors. Setting in on by

default would ensure that the instance of DHIS2 given to implementors is

as secure as possible without needing to configure it. Presently, it is not set,

the reason being that developers make apps which they test against online

test/demo servers, and if the sameSite attribute was enabled, testing would

be difficult. In an email exchange sometime after the assessment had been
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completed, the implementor reaffirmed his stance on the issue, arguing that

“better that devs have to do a bit of work to workaround its inclusion, than

implementers have to do workaround its exclusion”.

There is possibly a balance to find here, between what is best for the

implementors and what is best for the developers. And if that balance is

struck - even if all the details of the control are not accomplished, given the

intricacies of addressing it, it could be safe to check the control as passed.

6.4 Relevance of an ASVS assessment

The audit needs to provide benefit to the organization. This section argues

for those benefits and discusses ASVS’ relevance, comparing it towards

other methods of establishing security and looks at how developers can

best utilize the standard.

6.4.1 OWASP’s Top 10 as security standard

The ASVS is first and foremost not an awareness project. Its purpose

is to provide a more proactive approach to application security, offering

detailed requirements suited to organizations of different sizes. This is

in stark contrast to OWASP’s Top 10, which was specifically designed to

be an awareness document, representing a “broad consensus about the

most critical security risks to web applications” [48]. The authors of ASVS

tailored the level 1 requirements of ASVS to reflect the Top 10 list, thus

“making it easier for OWASP Top 10 adopters to step up to an actual

security standard” [9, p. 10]. The question this section wants to answer

is whether adapting the ASVS is worth the time and effort.

One important factor to answering this question is raised by OWASP

themselves. The first is that the Top 10 is only reflected in the first level

of ASVS, the bare minimum for entry-level awareness. For a smaller team

new to security, the Top 10 or level 1 of ASVS is a good starting point.
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DHIS2, on the other hand, needs to look beyond the simplicity of the

Top 10. The Top 10 provides sufficient background on a particular issue,

including possible mitigations and example attack scenarios. Leveraging

and adopting the Top 10 remains good practice, but it does not help

developers create a secure application, nor is addressing the current Top

10 vulnerabilities enough to cover all of the todays biggest vulnerabilities.

The current version of the Top 10, updated last in 2017, saw the removal

of Cross-Site Request Forgery from the list, due to more applications

and frameworks having anti-CSRF protection than when the entry was

originally introduced [49]. As been previously discussed, CSRF is an

ongoing issue with DHIS2. The same is true for other issues uncovered

in the audit, some previously known to the DHIS2 developers, others not.

Looking to the Top 10 is a good strategy, but arguably insufficient for

DHIS2.

6.4.2 Relevance of ASVS in a mature organization

When no dedicated security team or role is present within the organization

or team, the responsibility for driving or enforcing security related features

and activities falls on the developers or team lead. In this case, these

people must have or must acquire the necessary expertise to make the

correct security decisions for their software. ASVS can be the guiding

star that educates developers on the industry’s best practices. However,

the question this section wants to address is whether an ASVS audit is of

worth to an arguably mature organization such as DHIS2, with a multitude

of security features already in place, and whether it can provide value to

developers who are already decently knowledgable in security.

Until the recent hiring of a security engineer, the DHIS2 team had no

dedicated individual driving security within the organization. Therefore,

security-related features received lower prioritization. Only in the closing

months of 2019 had security become a focus. The auditing process
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established that a significant number of controls fail. However, the

qualitative data also showed that the participants collectively had a good

overview of the many security vulnerabilities that are present in DHIS2,

particularly within their areas of expertise, be it backend, frontend or

implementation-related vulnerabilities.

It is difficult to say if the audit provided any benefit to the participants, and

if it drew their attention to any particular vulnerability they were either

not aware of or had dismissed as less-than critical. This is particularly

difficult to evaluate from the author’s perspective, as this form of data

was not part of the official data gathering, and would require additional

interviews. In an email correspondence on March 2020, however, the

security engineer re-scored the previously failed controls, and exclaimed

the learning experience – having recently been hired – of seeing how

DHIS2 compares against ASVS. Since our first chat in early December

2019, the number of failed controls had been reduced significantly. While

I am unable to draw a direct causality between my project and the

improvements, I would argue that the new results highlight the relevance

of ASVS’s controls to DHIS2.

In general to all software teams, ASVS’s relevance is dependent on the

team’s or individual’s maturity level on the subject of security. Rather

than do a systematic audit using ASVS, a developer is perhaps more likely

to seek out individual solutions to the problems they are facing or have

been reported in the field, or implement a security feature in response to

a vulnerability they read in an article or paper. During a DHIS2 security

seminar in April 2019, the implementor expressed that vulnerability

management was done on an ad hoc (less than ideal) basis, and to address

DHIS2’s security vulnerabilities, there must be more "external" pressure

from management and users. Using ASVS to inform the organization of its

vulnerabilities as deemed important by the many experts involved in the

making of ASVS is one approach to making the vulnerabilities more visible.
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6.4.3 Time estimates for the audit

The previous section reflected on the need for ASVS in an organization

with a mature security infrastructure already in place. This section builds

on this by giving time estimates for the audit as conducted in this project.

A significant factor in the willingness to invest in a standard is the time

it takes to complete the exercise and is therefore important to explore. In

general, there are three main time factors to consider:

• ASVS level. Doing an audit against level 1 takes significantly less

time than doing all three, as the control complexity increases with

each level, thus adding to the time it takes to possibly research and

confirm a control’s status.

• Method of assessment. The approach to the data gathering was split

into two phases. This was done out of necessity, due to the challenges

of finding participants. Potentially, these two phases would occur

concurrently, which could drive down the time significantly.

• Thoroughness of the assessment. The participants scored each

control on a best-guess basis. This is not necessarily ideal, depending

on the risk level, as controls can be scored incorrectly if not properly

researched and/or tested and verified.

These three factors impact the potential time estimates for the audit. This is

a student project and is therefore not necessarily a reflection of an audit

as it would have occurred had this been done by a member of HISP.

Nonetheless, the following is a time estimate for the entire project.

• Applicability phase: Four participants were interviewed, each

session taking approximately two hours each, for a total of eight

hours.

• Scoring phase: Two participants were initially interviewed, for

approximately two hours each. Adding up the contribution by the

security engineer, this brings up the tally to four and a half hours.
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To summarize, the auditing process (excluding the ranking phase) took 12,5

hours. This is excluding the organization of responses and analysis that

occurred thereafter.

6.5 Challenges and limitations to the audit

Among the other issues listed throughout this thesis, the main challenges

and limitations of the auditing process are examined below.

6.5.1 Developer participation and consulting with multiple

people

The leading issue throughout the process was finding and engaging with

the participants. The process could not be realized without the contribution

of HISP employees and especially the DHIS2 development team, who have

intimate, technical knowledge of the platform. There was an expectation

on the author’s part that there would be a larger engagement from the

group. Several leading members of the DHIS2 team were contacted

by email but never responded. The number of participants for each

phase also dwindled, who where either too preoccupied or unresponsive

when contacted by email. The consequence of this is that the results

are inconclusive. 29 controls remain unresolved, and 5 have conflicting

opinions. It is also entirely possible that some controls were scored

incorrectly. Instances where one participant skipped on a control, and

another gave it a pass or fail, received the latter’s score, meaning their

evaluation of said control is unchallenged and is possibly incorrect.

Luckily, the group that participated in this exercise all had vastly different

jobs within HISP. This is important because a developer might have one

perspective on an issue, a release manager, or implementor another. Had

all participated in all phases - in the first two phases in particular - the final

set of data would in all likelihood be different. The key takeaway from
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this experience is that when doing an audit it is important to get people

with different areas of expertise. DHIS2 consists of a lot of moving pieces:

multiple modules, apps, API, and a frontend and a backend, and a single

individual is unlikely to have a comprehensive overview over it all. An

example: during the scoring phase, the frontend- and backend developer

scored 122 and 146 controls as pass respectively. However, this left 104 and

69 controls unresolved for each. By combining their results, the number

was brought down to 29, thus filling in the areas left blank by the other.

Finding and engaging with the relevant people is likely to be easier if the

project is instigated by people within the company, be it an internal or

external audit. In both cases, the lead in this endeavor is likely to have

access to all documentation and better access to the developers (if needed).

6.5.2 Outdated data

The security engineer re-scored the previously failed controls, and the

number of failed controls went from 50 to 34, with several more fixes

planned for future releases. This new data shows that the results of this

thesis were built on is now outdated. And this was to be expected. The

last scoring sessions occurred approximately half a year before the planned

publication of this paper. These new results reflect HISP’s increased focus

on DHIS2’s security, which had never been of particular focus within the

organization until now. This thesis is then an interesting time capsule that

lets the reader see how DHIS2 was half a year ago, and the improvements

that can be made within a relatively short amount of time.

6.6 Reflections upon the research conducted

6.6.1 Errors in the applicability spreadsheets

The initial spreadsheet downloaded from OWASP’s ASVS site contained no

checkboxes. These were added to register the applicability of a control to
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software and to implementation. However, the single Applicable checkbox

could only register if a control was applicable or not applicable to software;

it could not register if the participant was unsure and skipped the control.

This error was not discovered until late in the process. Where possible,

the participants or the interviewer would note this in the comments field,

but this was not always done due to negligence. The implication of

this is that the applicability of some control might have been judged

erroneously. However, if this happened, the errors would be far in between.

The majority of controls are applicable, and for the most part, the non-

applicable controls all have comments. The same mistake occurred in the

second phase, but was discovered immediately during the first session and

corrected by adding an Uknown column of checkboxes.

6.6.2 The author’s involvement in selecting applicability

Chapter 4 presented a list of criteria for how the results from the

participants would be merged. For example, during the applicability

phase, a control is checked in the final list if a majority of the participants

have checked it. If, however, an argument is provided arguing for the

inclusion or exclusion of a control, that argument is evaluated and taken

into consideration. This can call into question the validity of the audit

results and the influence the author had over them. I will present two

counter-arguments against this.

The first is that the author’s influence over the results was inevitable. The

data had to be combined for the next phase, and lest a member of HISP

aided in this task, someone had to make these decisions. It is possible

that controls were erroneously selected as applicable, and vise-versa. But

this leads us to my next point. On the majority of the controls, in the

case of uncertainty, a control was checked as applicable. Better a control

was wrongly included, rather than excluded. The consequence of possibly

including irrelevant controls is that it adds to the total number of applicable

controls, which in turn lowers the percentage of passed controls given that
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it is calculated from the total.
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Chapter 7

Conclusion

By conducting an audit of DHIS2 using the Application Security Verific-

ation Standard, this thesis has explored the process, the results, and the

merits of this exercise. The importance of a security standard has been

much written about by security experts. Yet, to my knowledge, there has

not been a study done that has explored the benefits and challenges to an

ASVS assessment through first-hand experience.

The research project was based on an interview method as a tool for

data collection. Three phases of data collection were utilized in this

thesis, wherein members of HISP and the DHIS2 development team were

interviewed. The first two phases concerned the audit, in which the

participants would select security controls applicable to DHIS2 in the first

phase and then score them in the second. The third phase was created to

evaluate the relevance of ASVS’s controls to DHIS2. For each phase, the

data was collected in Excel spreadsheets and then analyzed for patterns

and themes.

7.1 Research summary

This thesis aimed to answer the following research questions:
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How does DHIS2’s security compare against ASVS?

What are the benefits and challenges of using ASVS to assess DHIS2’s

security?

Both of these questions were answered by conducting a security audit of

DHIS2. The first of these were answered by the quantitative data that was

gathered by scoring the ASVS controls. The data revealed that DHIS2 fell

short of what ASVS and the general literature recommends for security in

a health information system. In the third phase, it was discovered that

several of the controls that failed were critical. The second question was

answered by analyzing all three sets of data and reflecting on the process

of doing this exercize and the relevance of the ASVS standard to DHIS2.

The results are key challenges and benefits which are as follows:

• Relevance of ASVS controls

• Leveraging the results to strengthen security

• The benefit of ASVS over OWASP’s Top 10

• Relevance of ASVS in a mature organization

• Challenges to the ASVS assessment

The relevance of ASVS controls to DHIS2 is clear. The majority of controls

applied to the platform. Many controls concern issues that the team is

currently dealing with, and many have subsequently been fixed. In the

context of DHIS2, implementation was the biggest decider of applicability.

Even then, the relevance of these controls is not diminished, as HISP and

other organizations strive to guide local governments and health facilities

in the secure implementation of the DHIS2 platform.

An ASVS audit can be best utilized to align your security solutions with

an internationally-recognized standard and strengthen security. The audit

revealed vulnerabilities. In DHIS2, these vulnerabilities can be addressed

from two different angles. For controls applicable to software, this thesis

proposed the adoption of a Secure Software Development Life Cycle

90



(SDLC) approach, such that security activities are made proactive, rather

than reactive. For controls applicable to implementation, there are two

approaches: (1) the continuing of the training and guidance provided by

HISP, such that the local instances of DHIS2 set up by the implementors

are secure; (2) and address implementation at the software level, embracing

the concept of Secure by Default to build software that is inherently secure

and that does not require extensive configuration to work reliably.

The benefit of ASVS over security awareness documents like OWASP’s

Top 10 and other similar publications is that it provides a more proactive

approach to application security, offering clear, detailed guidelines on how

to best create a secure web application. For a smaller team and software

of lesser significance, the Top 10 is a good starting point, but for DHIS2 a

more complex set of guidelines is required.

The relevance of ASVS in a mature organization with a comprehensive

security infrastructure was discussed. Collectively the participants were

very knowledgable about the strengths and weaknesses present in DHIS2.

If the exercise had any impact on the participants, and if it revealed

anything new and of worth to them, is difficult to determine – with one

exception. The exercise allowed the security engineer to see how DHIS2

compares against ASVS, and to get a birds-eye view of the platform’s

current security solutions. The relevance of ASVS is ultimately dependent

on the individual’s existing knowledge on the issues or the organization’s

willingness to embrace and invest in this process.

The assessment of DHIS2 came with a set of challenges. An audit can be

done in many ways. Ideally, if one person does not have an overview of

the entire system, multiple people with different areas of expertise should

be consulted. Finding relevant participants proved to be a major challenge

throughout the entire process and contributed to the inconclusiveness of

the final results. Time is also a major factor to consider when investing in

this process. The audit takes time. The time needed is dependent on the

selected ASVS level, method of assessment, and the thoroughness of the
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audit.
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Phase 1: Applicability spread-

sheet

This spreadsheet shows the results from the applicability phase. To explain

the spreadsheet:

• A check for Applicable means the control is applicable to software

and the DHIS2 development team.

• A check for Implementation means the control is applicable to the

implementors.

• A check for both Applicable and Implementation means the control

has to be implemented both by the DHIS2 development team and by

the local implementors.

Four people participated in this phase. All four responses are shown

side-by-side, both for applicability to software, and applicability to

implementation. For every four sets of columns, the responses were

combined into a new column.

For each participant, a counter shows the number of checked controls and

the total number of ASVS controls. The frontend developer, for example,

checked 242 out of 286 as applicable to DHIS2.
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Phase 2: Scoring spreadsheet

This spreadsheet shows the results from the scoring phase. To explain the

spreadsheet:

• A failed control is marked red.

• A passed control is marked green.

• A control with conflicting results (a pass and fail) from the parti-

cipants is marked yellow.

• A control that was skipped by the participants is marked pink.

Three people participated in this phase. All three responses are shown side-

by-side for comparisson. To reiterate from the Methods chapter: a control

is a pass or a fail if selected as such by the majority, or if passed by the other

participants.

For each participant, a counter shows the number of passed controls

and the total number of applicable controls. The frontend developer, for

example, gave 122 out of 258 controls a pass.
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B.1 Updated scoring

This spreadsheet shows the results from the scoring conducted by the

security engineer in early April 2020. The security engineer re-scored the

50 controls that had previously been a fail.

The old and new results are presented side-by-side, with additional

comments. Controls that will be passing soon are marked blue.
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Phase 3: Ranking spreadsheet

This spreadsheet shows the results of the ranking phase. The spreadsheet

shows all 50 failed controls, and the comments and ranking given by the

two participants.
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